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1 Ileap TUCHUIIHHBI.

B pesynbraTe OCBOSHHS MaHHOW IUCHUIUIMHBI Yy  OOYYaromierocs OJDKHBI OBITh
c(hOopMUPOBaHbI KOMIIETEHIIMM OCHOBHOHM MpodeccroHalbHON 00pa30BaTEIbHON MPOTrPaMMBbI
OakanaBpuarta (nanee - OITOII):

OIIK-3 CnocobeH pemaTh CTaHAAPTHBIE 3a7a4d MPOGECCHOHANBHOM JEATEILHOCTH Ha
OCHOBE MH(OPMAITMOHHOW U OMOIMOTrpadUIECcKO KyIbTYphl C TPUMEHEHUEM WH(OpPMaIMOHHO-
KOMMYHHKAITUOHHBIX TEXHOJIOTUH M C Y4ETOM OCHOBHBIX TpeOOBaHUN MH(POPMAIIMOHHON 0e3-
OIaCHOCTH

CO,I[ep}KaHI/IC KOMIIETEHIIUHA KaK IIaHUPYEMBIX PE3YJIbTAaTOB O6y‘leHI/I$I IO JUCHHMIIIIMHE



cM. Tabimmuesl 1 u 2.

1.1 ®opmupyembie KOMIETEHITUN
Tabmuna 1 - @opmMupyembie JUCHUILUTAHON KOMITETSHITUN

HaumenoBanue Buna
KOMIIETEHLINU
(yHueepcanvhas,
obwenpogheccuonanvHas,
npogeccuonanvnas)

HaumenoBanue kareropuu
(TpyTIIBI) KOMITCTEHITHIA

Ko v Ha3zBaHME KOMITETEHIINN

obmenpodeccruoHambHas

OIIK-3 CmocobeH pemarb cTaHIApTHBIE
3ama4n podecCHOHANBHOM NesITeNIbHOCTH Ha

OCHOBE MHGOPMAITIOHHOM u
oubmorpadudeckoi KYJBTYpbI c
MIPUMEHEHUEM WHPOPMAITUOHHO-

KOMMYHHKAIIMOHHBIX TEXHOJIOTHI H C y4eTOM
OCHOBHBIX TpeboBaHUi HH(PpOPMATMOHHOH 0e3-
OIIaCHOCTH

1.2 UHauKaToOpbl JOCTHKEHUSI KOMIIETeH M i

Tabnuna 2 — UHauKaTopsl JOCTUKEHUS! KOMIIETEHIUN, (JOpMUPYEMBIE TUCIUILTNHON

Ko 1 Ha3zBaHne KOMIETEHIINH

NnaukaTopsl TOCTIKEHUS
komnerennuu mo OITOIT

JycuuniuHel 1 IpaKTHKY,
¢dhopmupytomre kommnerennuo OIOIT

OIIK-3 Cnocoben pemate | OIIK 3.1 PaspabGarteiBact mepni | 51.0.02 Beenenue B
CTaH/apTHbIE 3a7ayMl | 3alIUThl HHQOpPMAIMK HA OCHOBE | MPOQECCHOHAIBHYIO JeSITeTbHOCTh
npodhecCHOHATBHOMN TpeOoBaHM HH)OPMAMOHHOMN
JesITeIbHOCTH  Ha  OCHOBe | Oe3omacHocTd W HopmatuBHO- | B1.0.06 WndopmanmonHble
MH()OPMAILTMOHHOMN U | IpaBoBOM 0a3bl CHUCTEMBI ¥ TEXHOJIOTHH
oubnmorpaduueckon OIIK 3.2 Ocymectsiger | 51.0.15 IIpaBoBoe
KyIbTypbl C TPUMEHEHHEM | BeJCHUE 6a3bl JIaHHBIX, | oOecreyeHue BHEIPEHUS u
MH(POPMALMOHHO- yCTaHABIMBAaeT M HACTpaMBaeT | SKCIUTyaTaluu MH(POPMAITMTOHHBIX
KOMMYHUKAIIMOHHBIX CYB/] CHCTEM
TexHonorud u ¢ yuderoM | OIIK 33 Hactpansaer | b1.0.16 HNudopmannonnasn
OCHOBHBIX TpeboBanmii | mapamerpsl MC u Tectupyer | 6e30MaCHOCTD
UHPOPMAaIMOHHOH 0e3- | pe3ynbTaThl HACTPOUKH b1.0.18 ba3bl naHHBIX
OIACHOCTH OIIK 34 Ocymectisier | b2.0.03(Y)  YueOnast  mpakTHKa.
TEXHUYECKOE  COIPOBOXJEHUE | TexHomornyeckas (TpoexTHO-
WHQOPMAIMOHHBIX CHUCTEM B | TEXHOJOTHYECKas ) MPaKTHKA
MPOLECCE IKCIUTYaTALUN B3.01([1) Brinonnenue u 3amura
BBIITYCKHOM KBATH(PUKATTMOHHON
paboThI

1.3 3nanusi, ymenusi, HaBbIku (3YB) nmo qucunninHe
Tabnuua 3 — 3HaHus, yMeHUs, HaBBIKU, POPMUPYEMBIE TUCIUITITHHON




Kon 1 na3spanue
KOMIIETEHI[NHA

Nuaukatopsl AOCTHXKEHUS
KOMITCTCHIINH, 3aKPETICHHBIC
3a JUCHUILTHHON

3uanus, ymeHus, HaBbIkH (3YB),
(bopMupyemble TUCIUTUTNHON

OIIK-3 CnocobeH pemiath
CTaHJapTHBIC 3aJa9u
podeCCHOHATTEHOM
JeSITeIbHOCTH Ha OCHOBE
HH()OPMAITHOHHON U
oubmorpadmaeckoi
KYJIBTYPBI C IPUMEHEHUEM
HH()OPMAITMOHHO-
KOMMYHHKAIIHOHHBIX
TEXHOJIOTHM U C yU4ETOM
OCHOBHBIX TpeOOBaHUI
WHQOPMAaIMOHHOH 0e3-
OIaCHOCTH

OIIK 3.1 Pa3pabaTsiBacT MepHI

3amuTel  MHQOpMamMH  Ha
OCHOBE TpeOOBaHMIH
MHPOPMAITMOHHON

0e30macHOCTH W HOPMAaTHBHO-
MIPaBOBOI Oa3bI

3HaTh:

VYMeTh:

0a30BbIC MOHATHS
nH()OPMAITMOHHON 0€30TTaCHOCTH;
KJIACCU(DHKAIIIO YTPO3
YA3BUMOCTEH;
HOPMaTHUBHO-TIPAaBOBYIO 0a3y B
o0yacTy 3antuThl HHOOPMAITIH;
OCHOBHBIC MTOHSITHS U METOJIbI
OpraHU3aIlMOHHO-TIPABOBOTO,
MPOTrpaMMHO-aMNIapaTHOTO,
KpunTorpadguyeckoro o0ecreueHus
MH(POPMAITMOHHON O€30MaCHOCTH;
METOJHUKH TIOCTPOCHUS CUCTEM
3alTUThl HTHPOPMAIHH

MOJIETHPOBATH YTPO3BI U
YSI3BUMOCTH WH(OPMAITMOHHOM
0e30MacHOCTH;

BBIJIETISITh HICTOYHUKA
nH(pOpMAIUH, OO BEKTHI
3amuiiaeMoi nHdopManmu;
(dhopMupoOBaTH TPEOOBAHUS K
MMOCTPOCHUIO OE30ITaCHOW CUCTEMEI;
OTIpeAeIATh PYHKIIMOHAIEHBIC
3a/1auu U TpeOOBaHUS

Bnaners:

METOJaMH OPraHU3aIUOHHO-
MPaBOBOTO, MPOrPAMMHO-
anmnapaTHoro,
KpUnTorpadhu4eckoro odecreyeHus
MH(POPMAITMOHHOM 0€301MaCHOCTH;
METOAaMU U METOAUKaAMH
HOCTPOCHHUS CUCTEM 3aIIUTHI
UHpOPMaLUH;

IIpOorpaMMHbLIMHU IIPOJAYKTAMU IJIA
OIIEHKH pUCKa HH(POPMAIIMOHHOM
0e30IMacHOCTH;

IIporpaMMHbIMU CpEACTBAMU
obecrieueHnst HHHOPMAITMOHHON
0€30IaCHOCTH,;

MPOTOKOJIAMH ayTEeHTU(UKAIIHY,
pacrnpeieNieHust KIouen,
3IIEKTPOHHOM MOJIICH U
(¢buHaHCOBOH KpunTorpaduu

2 O0bEM U TPYI0EMKOCTH JUCHUIIMHBI 110 BUAAM YUeOHBIX 3aHATHIA.
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DopMBbI NPOMEKYTOUYHON ATTECTALUH.

Tabmuna 4 — O6beM U TPYAO0EMKOCTh JUCIUTUINHBI TI0 BUJAM Y4eOHBIX 3aHATUN

OO0mast TpyI0OEMKOCTb H BUABI y4eOHOU pabOTHI O TUCHUTUINHE,
IPOBOJIMMEIE B pa3HBIX (hopmax

O0BEM "acoB o Gopmam
00y4eHus

0390

1 Obmas TpyI0EMKOCTh TUCITUTLTAHBI

144

2 KonrakTHast pabota oOydaronmxcs ¢ npenojaaBateneM (1o BUIaAM
y4eOHBIX 3aHITHI) (BCETO)

AynuTtopHas pabota (Bcero):

44

B TOM YHCJIC:

JIEKIINHA

MPAKTUYCCKUC 3aHATUA, CECMUHAPBI

36

MPaKTUKYMBbI

nabopaTopHbie pabOTHI

B UHTEPAKTUBHOM hopme

B DJICKTPOHHO#H hopme

BreaynuropHnas pabota (Bcero):

64

B TOM 4HCJE, WHAMBHIyaJibHas paboTa OOydYaroIuXcs C
npernoiaBaresieM

64

MOITOTOBKA KypCOBON pabOTHI /KOHTaKTHas paboTa

IPYIIOBAasi, NHIANBHIYalIbHAsS KOHCYJIBTALUS U MHBIC BUJIbI
yueOHOM NIeSTeNHbHOCTH, MPEeAyCMaTPUBAIOIINE TPYIIOBYIO
WIH  WHAABHAyalmbHYI0O  paboTy  oOydaromuxcs ¢
IpernoaBaTenem)

TBOpUecKas padbora (dcce)

3 CamocrosrenbHas pabota o0ydarommxcs (Bcero)

4 TIpomesxyTouHast aTTecTalusi 00ydJaroerocs — 3k3aMeH, 4 cemectp

36

3. YueOHO-TeMaTH4eCKHii IJIAH U CO/IepsKaHue NUCHMILTHHBI.

3.1 YuyeOHO-TEMATHYECKUH MJIAH

Tabnuma 5 - YyeOHo-TeMaTnyeckuil 1iiad ouHoU (popmbl 00OyueHus




O6mas TpynoeMKocTs 3aHsATHIA (4ac.) Dopmbl
o aero
KOCTh HPOMEKYTOYHO
g Pazzenbl U TeMbl JUCITUTUIMHBI (2230 }I?C?[glgzceﬁ‘gg;
= 10 3aHATUIM 0300
% AyIUTOpH.
= 3aHATHUS CPC
2 JIeKII, IPAaKT.
1. Ocnoswl ungopmayuonnou 24 4 8 12
bezonacHocmu
1-2 | 1.1 Ba3oBbie NOHATHUS U 8 1 2 5 Tecr Nel
HOpPMAaTHBHO-TIpaBoBas 0a3a
obecrieyeHus1 THHOPMaLIMOHHON
0e30macHOCTH
3-4 | 1.2 Mopenu 6e300acHOCTH 16 1 6 9 Pedepar
2. Mepuwi 3awumol ungopmayuu 60 10 20 30
5-6 | 2.1 Oprann3anoHHO-TIPaBOBOE 12 1 4 7 Tect Ne2
obecnedyeHne nHPOPMATMOHHOM
0e30macHOCTH
7-10 | 2.2 Kpunrorpadguyueckre MeTOIbI 22 1 8 13 Tect Ne3
3alUTHI UHPOPMAIIH Wunusunyans
HOC€ 3aJ1aHHUC
Nel-2
11-12 | 2.3 [IporpaMMHO-anapaTHOE 16 1 4 11 Pedepar
obecriedenne nHPOPMAITMOHHON
Oe3omacHOCTH
13-14 | 2.4 3amura uadopmaiuu B [P-ceTsix 10 1 4 5 WHauBKayas
HOE 3aj1aHKe
Ne3
3 Cucmembi 3auumsl uHGopmayuu 24 4 8 12
15-16 | 3.1 Ananu3 u ynpaBlicHHE pUCKaMH B 8 1 4 3 Tect Ned
nH(OPMAITMOHHOM 0€30TTaCHOCTH
17-18 | 3.2 [IpoekTHpOBaHKE CHCTEM 16 1 4 11 Wnpusuyans
3amuUTHl HTHPOPMAIHH HOE 3a/laHue
N4
19 | [IpomexyTouHas aTTecTaIys - 36 9K3aMeH
9K3aMeH
Bceero: | 144 8 36 64

3.2. Conep:xanue 3aHATHI 10 BUIaM y4eOHOI1 padoThI
Tabnuma 6 — ConepxkaHue TUCITUTUTHHBI




HaumenoBanue pasacia,
TEMbI U CIUIIIINHBI

Conepxanue 3aHATHSI

Cooepoicanue 1eKYUOHHO20 Kypca

UHGDOPMAYUOHHOTUL
bezonacrHocmu

OcHosvl

11

basoBsle MOHSTHSA 51
HOpPMAaTUBHO-TIpaBoBasi 0aza
o0ecrieyeHust
MHQOPMAaITMOHHOH

0€e30I1aCHOCTH

basoevie nomsmus: ungopmayus, 3awuwaemas ungopmayus,
cucmemvl 00pabOmMKu UHGOPMAYUU, UHDOPMAYUOHHbIE PeCypChl,
yepo3
ungopmayuu.

yeposel, UCMOYHUKU 6e30nacnocmu, yAzeuUMocmu.

Hanpaenenua sawumot Cpeocmea u cnocodwi
3awumvl  uHopmayuu.

Obvexmpl 3auiumeol.

Knaccugpuxayuu  yeposz  ysasgumocmu.

ynpaenenue OOCHYNOM.
docmyna.

Hoenmugpuxayus, aymenmugpuxayusi,

3awuma om  HecaHKYUOHUPOBAHHO2O Tonumuxa
bezonacnocmu.

Hopmamuenvie axmul, peenamenmupyiowue OessmeaibHOCMU 8
3auuml D3 «Ob6

qubopmaquHHbzx mexHojao2usix u o 3awume qubopMauuu»,

obracmu uHgopmayuu: ungopmayuu,
omeyecmeentble U MeHCOYHAPOOHble CMaHoapmuvl 6 obnacmu

sawumul uHgopmayuu, pykogoosuue ookymernmol PCTIK.

1.2

Monenu 0e30IMacHOCTH

Cywnocmy, obvexm u cyovexm 3auumsl ungopmayuu. /Jocmynol.

Cxema koumpoas Odocmyna. Modenu Kommpoas Oocmyna:
abcmpakmuvle  MoOenu OUCKPEYUOHHO20 KOHMPONA Oocmynd,
u36UpamenbHo20 KOHMpONs O00CMYNd, MAHOAMHO20 KOHMPOI
docmyna, KOHMPOAsi OO0CMYNA K c030A68demMbiM  00beKmaM,
6eposAMHOCMHAS U  NPOYECCHAs MOOeNb KOHMPONs O0oCmynd.
Memooul pone6oeo u ceccuonHoeo KOHMpPOns OOCMYNA.

Obwuii

besonacrocmu.

MOOenuposanus  yepos

y2po3
Mooenuposanue HAOEHCHOCMHBIX NAPAMEMPOS U XAPAKMEPUCUK

n00X00  MaAMeMamuyeckozo
Mooenuposanue bezonacrhocmu.
bezonacnocmu. Moodenupoganue NOMEHYUATLHOLO HAPYUIUMES,
PpeanuzyeMocmu U peanu3ayuu peaibHblx yepo3 amax

Mepwr 3auumsr ungopmayuu

OpraHu3aiuoHHO-TIPaBOBOE
obecrnieueHne
WH(POPMAITMOHHOM
Oe3omacHocTH

IIpasosvie cpedcmaa obecneuenus: 6€30naACHOCU UHDOPMAYUU.
Opeanuzayuonnoe obecneuerue UHGOOPMAYUOHHOU Oe30nACHOCU
Po.
Opeanu3zayuoHHo-npasoguvle npobemol MeNCOYHAPOOHOU
UHPOPMAYUOHHOU DE30NACHOCTU.

IIpasosvie pedicumvl  0becneyenus Oe30nacHocmu unpopmayuu
02PAHUYEHH020 OOCMYNA.

OcobenHocmu 0peanu3ayUOHHO-NPABOB8O20 0bDeCneueHUs 3auumol
UHPDOPMAYUOHHBIX CUCTEM.
OMBEMCMBEHHOCIb  3A

FOpuouyecxan npasoHapyuieHus 8

unghopmayuonnou cghepe.




HaumenoBanue pasacia,

Conepxanue 3aHATHSI

n/m TEMbI JTUCIUTITHHBI

2.2 | OcHOBHBIC nonoxenusi, | Kpunmocunmes. Kpunmoananus. Kpunmonoeus.
METO/TBI u cxeMbl | Kpumoepaguueckas cucmema. Kpunmoepaghuueckuii npomoxo..
Kpunrorpapuu Kpunmoepaghuueckas cmotixocmo.

Koy, Hlugp. 3awugposanue. Pacuupposanue. Omxpoimolil
mexcm.  [llugppmexcm.  Brnounvie u  nomounvie  wugpol.
Cmezanoepadghus.

Kpunmocucmemvr ¢ cexpemuviv xmouwom. Kpunmocucmemsvi ¢
OMKPBLIMbIM KITIOYOM.

Teopus [llennona. Cxema @eticmens. Aneopumm wugposanus DES.
Peacumor pabomet O10unvix wugpos. FOCT 28147-89. Llugp AES.
Hmumocmotikocms u nomexoycmoudusocms.

Cummempuunvie u acummempuynvie wugpol. Cxema Hupgu-
Xennmana. Mamemamuueckue OCHOBbI acumMmempudHou
kpunmoepaguu. [Hugp Ulamupa. Lugp Ine-1 amans. [ugpp RSA.
Ilepcnexmugnvie HanpagieHus pa3eumusl.

Hopmamugnvie doxymenmoi.

2.3 | Kpunrorpaguueckue Cxembi 21ekmpornotl noonucu. Cxemvbl NOCMPOEHUsL XIUl-OYHKYUIL.
npoToKonbl.  XommpoBaHue. | Cxemvbl nOCmMpoeHuss NCeg0OCIYHAUHbIX 2eHEPAMOpPOs.
DnekTpoHHO-H(ppoBas Ipomoxonvl  aymenmugurxayuu. I[Ipomoxonvt  pacnpedenenust
MOJITHChH Kaoyell. Paznosuonocmu npomoxonos 31eKmpoHHOl NOONUCH.

Ipomoxonvl Gunancosol Kpunmozpagpuu.

2.4 | [IporpaMMHO-anmapaTHoe Ochosanusi  meopuu U HPAKMUKU — 3AWUMBL  NPOSPAMMHO20
obecrieyeHue obecneyeHus:  INEMEHmMbl  MEOpuU  Al2OPUMMO8,  dNeMEeHMbl
UHPOPMAITHOHHON CILOJICHOCTU GbIMUCTICHULL.

Oe3omacHocTH Memoowl obecneueHuss MeEXHONOSUYECKOU U IKCHIYAMAYUOHHOU
be30nacHoCmu  NPOSPAMMHO20 — ODecneueHus:  Klaccugurayus
BDEOOHOCHBIX NPOSPAMM, 3AUWUMA OM 8PEOOHOCHBIX NPOSPAMM,
MemoObl  MEeCUpPOSAnUs. NPOSPAMMHO20 0DecneveHusi Ha e20
3AUUEHHOCTD, Memoobl 3auumul npocpamm om
HeCAHKYUOHUPOBAHHO20 UCCAEO08ANUSL U KONUPOBAHUSL.
Cpeocmea, cucmemvl U KOMAAEKCHL 3AUWUMbL  NPOSPAMMHOO
obecneuenus. Hccnedosanue npocpammnozo obecneuenus Ha
npeomem OMmCymcmeust HeOeKiapupOBAHHBIX B03MONCHOCHIELL.

2.5 | Bamra unpopmaumu B IP- | Ilpomoxon 3awumer snexmponnoi noumer SIMIME. Ilpomokons
ceTsxX SSL u TLS. [Ilpomoxonvt |IPSec u pacnpedenenue xnroueil.

Medsiccemegvie sxparibl.

3 Cucmemul 3auumal
unghopmayuu

3.1 | Amanuz wu  ynpasieuue | [lousmue pucka 6 ceghepe HB. VYnpasnenue puckamu. Mooenw
pHCcKaMu B | bezonacnocmu ¢ NOAHbIM HePEKPbIMUEM.

UHGOPMAIMOHHOM Ynpasnenue ungpopmayuonnoi bezonacnocmuio.
0e30macHOCTH Memooduxu nocmpoenue cucmem 3auumsl ungopmayuu. Memoouxu

U NPOSPAMMHbBLE NPOOYKMbL OISl OYEHKU PUCKOB.




Ne HaumenoBanue paznena,
Conepxanue 3aHATHSI
/i TEMBbI JUCIUTLUIAHEI
3.2 | IlpoexTupoBanue cucreM | Qopmuposanue mpebosanuli K NHOCMpoeHuro Oe30NaAcHOl CUCTNEMbL:
3alIUTHl UHPOPMALTUH Gopmuposanue mpebosanuii 0 cucmem 3awumovl UHGOpMayuu
0a306020 U  noGvblUeHHO20 YposHs  3awumul. [locmpoenue
0e30nacHvlx OMKa30yCMOUYUBHIX CUCTIEM.
Cmaouu u 3a0auu npoexmuposanue. Onpedenenue
QYHKYUOHANbHBLIX  3a0a4 U MpeDOo8aAHUL  cucmem  3aujumol
ungopmayuy. IKoHoMu4eckoe 0O0CHOBaHUE NPOEKMHBIX PEUleHU.
Oyenka npouze00umenbHOCmu.
Cooeporcanue npakmudecKux 3aHamui
1 OcHogvl uHpopmayuoHHoU
bezonacrocmu
1.1 | OOBEKTHI 3alTUTHI Onpedenenue  s3awuwaemol  uHgopmayuu  Ha  oOvekme.
Onpeodenenue ucmoynuka uxHgopmayuu, HANPAGIEHUA 3AUUMbL
unghopmayuu. Onpedenetue 06veKmMa 3auumal.
1.2 | MoaenupoBanue KOHTpos | [locmpoenue o0HOU u3 MoOenell KoHmpons oOocmyna. Ananus
JIoCcTyma Mooeneil KOHmpoJist 0ocmyna 071 00vbeKma.
1.3 | MogenupoBanue yrpo3 | [locmpoenue cucmemvl cOCMOSHULL CYYALHO20 NPOYecca Mooeu
0e30macHOCTH yepos 6e3onacnocmu. Mooenuposanue cucmemvl ¢ OMKA3AMU.
1.4 | Pacuer »SKcrmulyaTallMOHHBIX | Pacuem croocnocmu peanuzayuu yeposwvl bezonacnocmu. Pacuem
XapaKTePUCTUK OCMAMOYHOU CLOHCHOCMU OISl HAPYUWUMETA.
0e30macHOCTH Onpeoenenue 6epossmuocmu peanu3ayuu y2posvl
2 Mepuvi 3augumol ungpopmayuu
2.1 | OpraHu3anMoOHHBIE Mepsl | Paspabomka opeanu3ayuoHHO noIumuKku 6e30nacHocmu
3aIIUTHI
2.2 | llpaBoBBIE MEPHI 3AIIUATHI Pewenue npaxmuueckux 3adau no omnpeodenreHuro 0OpUOUYECKOU
OMBEMCmMEEeHHOCIU U Mep NPABOBOLL 3aUUMbl
2.3 | llpocreiiue Hugpor NOOCMAHOBKU. HIugpor nepecmaHo8KuU.
kpunTorpapudeckre muPpsl | KomburuposanHle wiugpol
2.4 | bnounsle mmpsl Aneopumm wugposanus DES. I'OCT 28147-89. [llugp AES.
2.5 | AcuMmMeTrpuvHas Hlughp Lllamupa. [Hugp drv-Tamans. Llugp RSA.
Kpuntorpadus
2.6 | Kpunrorpadpuueckue Ilpomokonvl  aymenmughuxayuu.  Ilpomoxonvt  pacnpedenenus
MIPOTOKOJIBI Katoyetl.
2.7 | 3ammra OT BPEAOHOCHBIX | Onpedenenue u Kiaccuhurkayus 6pe0OHOCHbIX NPOSPAMM
porpaMMm
2.8 | UccnenoBanue Tecmuposanue nPOSPaAMMHO20 obecneyenus Ha ezo
NPOTrPaMMHOTO O0ECTICUEHHS | 3AUULEHHOCIIb, 3AWUMA NPOSPAMM OM HECAHKYUOHUPOBAHHO20
uccne008anus U KONUPOBAHUS.
2.9 | HUcnonb3oBanue  cKaHepoB | Onpedenenue pabomaiowux Cemesvlx NPULONCEHUU C NOMOUbIO
0e3onmacHOCTH ISl | cemegoeo ckanepa be3onacuocmu
nosTydeHus: WH(pOpManuu o
XOCTax B CETH
2.10 | Ucnonb3oBanue 1UQPPOBBIX | O3HaKoMAeHue ¢ HOPAOKOM — UCHOIbL30BAHUSL  YUPDPOBbIX
cepTU(hHUKATOB cepmuguxamos
3 Cucmemut 3auumal
unghopmayuu
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No Haumenoanue pazaena,
Conepxanue 3aHATHSI

n/m TEMbI JTUCIUTITHHBI

3.1 | Pucku nHDOpMaITMOHHOHN | Onpedenerue 1 oyeHKa pucko8 UHGOPMAyUoOHHOU Oe30NACHOCHIU.
0e30macHOCTH

3.2 | TpeboBanust k  cucteme | Onpedenenue QYHKYUOHATBHBIX 3a0ay U mMpeDOBaAHUl CUCMEMbL
3alUThl 6a30BOTO YPOBHS 3auumul uHopmayuu 6az068020 YPOGHsL 3auunmbl

3.3 | TpeboBanus k  cucreme | Onpedenenue QYHKYUOHATbHLIX 3A0a4 U MPeOO0BaAHUL CUCMEMbl
3alUTHI MOBBIIICHHOTO | 3auunmbl UHGOPMAYUU NOBBIUEHHO20 YPOBHSL 3AUUMbl
YPOBHS

3.4 | DxoHOMHYECKOE Ilocmpoenue npoexmuoeo peuwtenuss U €20 IKOHOMUYECKOE
000CHOBaHWE TTPOEKTA obocrosanue

[IpomexyTouHas aTTecTalus - IK3aMeH
4 Tlopsizok OUeHMBAHUSI YycCNeBAeMOCTH M CcHOPMHUPOBAHHOCTH

KOMIIETEHIMH 00yYarIIerocs B TeKyleil U MPOMesKYTOYHOM aTTeCTAIllUM.
Z[J'ISI MOJ0XKHUTEIbHOM OLICHKHU II0 pE3yJibTaTaM OCBOCHUA IUCHUIIJIMHBI o6yqaromeMyc;1
H606XO,I(I/IMO BBITIOJIHUTE BCC YCTAHOBJICHHBIC BHUbI y‘Ie6H0ﬁ pa6OTLI. OI_IeHKa PE3YyIbTATOB

paboTsl oOydatromerocst B 6aiiax (Mo Bujam) rmpuBeaeHa B Tabmuie 7.

Tabnuna 7 - banibHO-peUTUHTOBAs OIIEHKA PE3YIbTATOB yUeOHOU pabOThl 00yUaOIIUXCS

no BuzaM (bPC)
VYuebHas padora |Cymma  |Bumsr u pe3ynsTaThl OueHka B aTTecTalluu bannst
(BuIBI) 0amioB  |y4eOHOU pabOTHI (18 uenenn)
Tekymas yae6Has |60 IIpaktuueckue padoter  |0,75 6ayun - mocenienue | npaktuueckoro |13 - 27
paboTta B cemecTpe (oT4eT O BBHINOJIHEHUH 3aHATHUS U BBINIOJIHEHKE paboThl Ha 51-65%
(ITocemenne naboparopHo#t pabotel) |1,5 6anna — nocemenue 1 3aHsaTUS U
3aHATUHN 110 (18 pabor). CYyIIECTBEHHBI BKJIAJ] HA 3aHATHU B paboTy
paCIHCaHUIO U BCell TPYMITBL, CAMOCTOSATEIIEHOCTD H
BEITIOJTHCHHE BEITTOJTHEHHE paboTh! Ha 85,1-100%
3aJIaHuH )
WuauBuayaisHbie 3a ogny UP : 8-12
paboThI (OTYET O 2 6aJju1a (BBIMOIHEHO 66 - 85% 3amanuii)
BBITIOJTHEHHH ) 3 6aJuta (BermostHeHO 86 - 100% 3a1anuin)
(4 paboTtsr)
Tectbl (4 paboOTHI) 3a oauH TecT: 8-16
2 6ayutoB (BBIOTHEHO 51 - 65% 3amanuii)
4 6asuta (BeImosHeHO 86 - 100% 3amaHuin)
Pedepar (o pazgeny 1 |2 6aniia (moporoBoe 3HaYCHUE) 2-5
WK 2 Ha BBIOOD) 5 6an10B (MakcUMaabHOE 3HAYCHIE)
Hroro nmo Tekyuieii padore B ceMecTpe 31-60
IMpomexyrounas |40 Teopernueckuii Bonpoc  |7,5 6ana (MoporoBoe 3HaUCHHUE) 15-30
aTTecTalus (100% (2 Bompoca). 15 pamroB (MakCHMaIbHOE 3HAYCHUE)
(3K3aMeH) [6annoB  |Pemenue 3anaum 1. 5 6asuta (moporoBoe 3HaYCHUE) 5-10
IIPUBEJECH 10 6annoB (MakcHMaIbHOE 3HAUCHHUE)
HOM
IITKAJTBI)
HToOro mo mpoMe:XKyTo4Hoii arrecTanuu (IK3aMeHy) (51 - 100%
1o
IIPUBEJCHHOM
hIKane)
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20 —40 6.

CyMMapHasi OlleHKa [0 JHCHHIIHHE: CymMma 06ayutoB TeKyImieil 1 mpoMexyTouHoi arrecrarmn 51 — 100 ©.

5 MarepuajJbHO-TEXHUYECKOE, POrPAMMHOE U yUeOHO-MeToAn4ecKoe
o0ecreueHne TUCHUIIJINHEI.

5.1 YueOHas sureparypa
OcHoBHasi yueOHasi IuTEpPaTYpa

1.

Hecrepos, C. A. MadopmanmonHas 6e30MacHOCTh : y4eOHUK M MPAKTHKYM IS
akagemudeckoro OakamaBpuata / C. A. HecrepoB. — MockBa : M3naTenscTBO
HOpaiit, 2019. — 321 ¢. — (YuauBepcuretsl Poccun). — ISBN 978-5-534-00258-
4. — Texkcr : snektponubii / OBC IOpait [caiit]. — URL: https://biblio-
online.ru/bcode/434171 (nara obpamenus: 02.12.2019).

lernoB, A. K. 3ammura wuHOpmManuu: OCHOBBI TEOpUM : Y4YEOHHMK IS
OakanaBpuata u maructparypsl / A. FO. Illernos, K. A. IlernoB. — Mocksa :
WznarensctBo FOpaiit, 2019. — 309 c. — (bakanaBp u Maructp. AkajeMHUYeCKun
kypc). — ISBN 978-5-534-04732-5. — Texkcr : anexktponHsiii // DbC HOpaiit
[caiit]. — URL: https://biblio-online.ru/bcode/433715 (mata oOpaieHus:
02.12.2019).

JlonoiHUTEIbHAS y4eOHas1 IUTepaTypa

5.2

1.

BacunbeBa, 1. H. Kpunrorpadguueckue MeTo bl 3auThl HHPOPMALIUH : yIeOHUK
U IIPAaKTUKYM JJIs akajemudeckoro 6akanaspuata / U. H. BacunseBa. — Mockaa :
NznatensctBo FOpaiit, 2019. — 349 c. — (bakanaBp. AkajgeMudeckuii Kypc). —
ISBN 978-5-534-02883-6. — Texkcr : anekrponnsiii / OBC FOpaiit [caiit]. —
URL.: https://biblio-online.ru/bcode/433610 (nara obpamienus: 02.12.2019).
3aneuynukos, C. B. Kpunrorpadguueckue MeToab! 3a1UThl HHOPMALIUHY : YIeOHUK
Ui akagemuuyeckoro Oakanaspuara / C. B. 3aneunukos, O. B. Kazapun, A. A.
TapacoB. — Mocksa : UznarensctBo IOpaiit, 2019. — 309 c. — (Breicuuee
obpazoBanne). — ISBN 978-5-534-02574-3. — Tekcr : snextponHbIi / DBC
IOpaiir [caiit]. — URL: https://biblio-online.ru/bcode/433133 (nata obGpamieHus:
02.12.2019).

Kazapun, O. B. IIporpammHo-anmapaTHbIe CpeacTBa 3aIlUThl WH(OpMAaIUu.
3ammra IporpaMMHOro o0ecriedeHus : yueOHUK U MpakTHUKyM st By30B / O. B.
Kazapun, A. C. 3a6a0ypun. — Mocksa : U3natensctBo FOpaiit, 2019. — 312 c.
— (Cnenmanuct). — ISBN 978-5-9916-9043-0. — Tekct : anexTpoHnHsIi // 9BC
IOpaiir [caiit]. — URL: https://biblio-online.ru/bcode/437163 (nata oOpamieHus:
02.12.2019).

OpranuzallioOHHOE U MpaBoBOEe obecreyeHre MHPOPMAIIMOHHON 0€30MacHOCTH :
y4eOHUK U MpaKTUKyM i O6akanaBpuata u maructparypsl / T. A. Tlonsikosa, A.
A. Crpensiios, C. I'. UyOykoBa, B. A. Huecos ; mox penakiueit T. A. [TonsikoBo#,
A. A. CrpenbrioBa. — Mocksa : U3marensctBo FOpaiit, 2019. — 325 ¢. —
(bakanaBp u maructp. Axagemmueckuid kypc). — ISBN 978-5-534-03600-8. —
Texkcr : oanekrponssiii / OBC IOpaiir [caiit]. — URL: https://biblio-
online.ru/bcode/432966 (nata obpamenus: 02.12.2019).

MarepuajnbHO-TeXHHYECKOe M  MPOrpaMMHOe  olecreyeHune
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AUCHHUIIJIMHBI.

VYyeOHbIC 3aHATHUS 110 TUCHUIUIMHE TPOBOAATCS B yueOHBIX ayautopusx HOU Keml'Y.
Tabmuua § — MaTepranbHO-TEXHUYECKOE M MPOrpaMMHOE OOECIeYeHHE ayAMTOPHBIX
3aHATHH ¥ CAMOCTOSTEILHON paboThI

HanmenoBanmne
TTOMEITICHUH IS IPOBEACHHS BCEX
BUJIOB yYEOHOW JIEATENBHOCTH,
PEAYCMOTPEHHON y4eOHBIM
IUIAHOM, B TOM YHCJIE IIOMEIIECHUS
JUISL CAMOCTOSITEIILHON pa0OThI

IlepedyeHb OCHOBHOTO
obopymoBaHus, yaeOHO-
HaTJISHBIX TOCOOMIA
Y MCIIOJIb3yEeMOT0 IIPOTrPaMMHOTO
obecrniedueHus

Anpec (MECTOIOIOKCHHE)
TOMEIIEHUH JIIsl IPOBEICHUS
BCEX BUJIOB Y4EOHOI
JeSTETBHOCTH, IPEyCMOTPEHHON
y4e0HBIM TUIAHOM

410 YueOnas ayIUTOpHs
(MynpTHMETMITHAS) TUTA
MIPOBEICHUS:

- 3aHATHH JICKITHOHHOT'O THIIA,

CnenuanusupoBanHas (y4ueOHast)
Me0elnb: Jocka MenoBast, kadenpa,
MOHOOJIOKHY ayJUTOPHEIE.

OOopynoBanue: CTalMOHApHOE -
KOMIIBIOTED, 3KpaH, IPOEKTOP.

Hcnonszyemoe MPOTrPaAMMHOE
oOecnieueHue: MSWindows
(MicrosoftlmaginePremium 3 year
Mo CyOJIMIICH3HOHHOMY JOTOBOPY

Ne 1212/KMP ot 12.12.2018 . 10

12.12.2021  1.),  LibreOffice
(cBOOODHO  pacmpocTpaHsieMoe
[10), SAnnekc.bpaysep
(oTedecTBeHHOE cBOOO/IHO

pactpoctpansiemoe 110).

Wutepuer ¢ oOecrieueHHEeM

noctyna B O1OC.

654079, Kemeposckast
oOmactb, T. HOBOKy3HEIK, Np-KT
Meramnypros, a. 19

501
VYyeOHas

KomnbroTepHbiii  kiacc.
ayJIUTOpUs
(MynbTHMEUITHAS) AITS

MPOBEJICHUS:

3aHATUN

CEMHMHApPCKOTO
(TpakTUYeCcKOro) THIA;

- TPYIIIOBBIX W WHAMBHUIYATbHBIX
KOHCYJIbTallUi;

TEKYLIEro  KOHTpOJISI U

HpOMC)I(YTO‘lHOﬁ aTTeCTalliu,

CrnenmanmsupoBanHas (ydeOHast)
Me0elb: Jocka MenoBast, kadenpa,
CTOJIBI KOMIIBIOTEPHBIC, CTYJIbSI.

Ob6opynoBaHue sl Mpe3eHTALUN
y4eOHOT0

Marepuasa:cTallnoHapHoe -
KOMIIBIOTED npenojaBaTens,

JKpaH, MPOEKTOpP.

OO0opyznoBaHue: CTallMOHAPHOE -
KOMITBIOTEPHI JJIA 06y‘-IaIOHII/IXC$[
(17 mrr.).

Hcnonb3zyemoe MPOTPaMMHOE
obecnieueHue: MSWindows
(MicrosoftlmaginePremium 3 year
0 CyOJIUIICH3MOHHOMY JIOTOBOPY

Ne 1212/KMP or 12.12.2018 r. o

654079, Kemeposckas
obmacth, T. HOBOKY3HENK, Mp-KT
Meramnypros, a. 19
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12.12.2021 r.),  LibreOffice
(cBOOOIHO pacrpocTpaHsieMoe
I10), BloodshedDevC++ 4.9.9.2
(cBOOOAHO pacmpocTpaHseMoe
I10), FoxitReader (cBOoOOAHO
pacnpoctpansemoe I10), Firefox
14 (cBoOOHO pacHpoCTpaHIeMOe

I10), Annexc.bpayzep
(oTeuecTBeHHOE CBOOOAHO
pactpoctpansiemoe I10), Java
(6ecrmaTHas BepCHsl),

MicrosoftVisualStudio
(MicrosoftlmaginePremium 3 year
0 CyOJUIICH3UOHHOMY JIOTOBOPY
Ne 1212/KMP ot 12.12.2018 r. o
12.12.2021 r.)

WnTepuer ¢ obecrneueHneM
noctymna B OMOC.

5.3

CoBpemennbie  npodeccHOHATIbHbIC

14
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HH(OPMALMOHHBbIE CIPABOYHbIE CHCTEMBI.

IMepeuvens CIIBA u UCC no qucuuniimnHe
1.CITForum.ru - on-line OubGmuoTeKka CBOOOJHO JOCTYIHBIX MAaTEpHUa-JIOB IO
nHGOPMAIIMOHHBIM TEXHOJIOTHAM Ha pycckoM si3bike - http://citforum.ru
2.Hayunas snexkrponnas 6ubnuorexka eLIBRARY.RU — kpymueitmuii poccuiickuii
WHPOPMAIIMOHHBI TIOPTal B OOJIACTH HAYKH, TEXHOJOTWH, Me-JUIUHBI H
o0pa3oBaHusl, coJiepKaniuil pedepaThl U MOJIHBIC TEKCTHI - WWW.elibrary.ru
3. EauHoe okHO f0cTyma K 00pa3oBareabHBIM pecypcam - http://window.edu.ru/

6 Huble cBeeHUs U (WJIN) MATEPHAJIBIL.

6.1.1IpumepHbIe TeMbI MUCHbMEHHBIX Y4€0OHBIX padoT
Tembl pedepara

Pa3zoen 1 Ocnogvl unghopmayuonnoil 6e3onacnocmu

. CXeMbI KOHTPOJISI HA OCHOBE aTprOyTOB U MaTPHUIIBI JOCTYIA

. BeposiTHOCTHAst MOJIENTb KOHTPOJIS TOCTYIIA

. IIporieccHast MoieIb KOHTPOJIS IOCTYTIA

. Unentudukanus ponei u ceccuit

. CpaBHEHHUE MOjIeTICi KOHTPOJIS IOCTYIIa

. ICTOYHMKH MCXOTHBIX JJAHHBIX JJIS1 MOJACTHPOBAHUS yIpo3 0€301acHOCTH
. MoaenupoBaHue yrpo3 atak ¢ OTJIOKEHHOM peain3auuei

. CkanepsI 6e30macHOCTH

O 00 13 N L A W N =

. MonenrpoBaHue yrpo3bl OTKa30B CUCTEMbI OE30I1aCHOCTH

10. Onpenenenue Ha/IeXKHOCTHBIX TApaMETPOB YIPO3bl YSI3BUMOCTH B 001IIEM BUJIE

11. MareMaTndeckast MOJENb NOTEHIIMAILHOTO HAPYLIUTEIS

Paszoen 2. Mepuvi 3augumot ungpopmayuu

12. ®a33uHr nporpamMmm

13. O6dyckamnus mporpamMm

14. Crioco0s! BcTpauBaHMs 3aIlIUTHBIX MEXAHU3MOB B IIPOrpaMMHOE oOecrieueHne

15. MaHunymsiuuss ¢ KOAOM  HpOrpaMMbl  JUI  3alATBl  NPOTPaMMBI  OT
HECaHKIIMOHUPOBAHHOI'O JOCTYTIa

16. Metoasl mpOTUBOAEHCTBUS JUHAMUUYECKUMHU CIIOCOOAMM CHATHS 3alUThI IPOrpaMM
OT KOIIMPOBAHHUS

17. MeTozsl 0OHapyXeHHs YSI3BUMOCTEH OMepaliMOHHBIX CUCTEM

18. CraTnueckuii aHaau3 UCXOAHBIX TEKCTOB IPOTpamMM

19. JlnuHaMu4ecKkuil aHaIN3 UCXOAHBIX TEKCTOB IIPOrpaMM

20. Ceptudwukamus CpeAcTB 3amuUThl WHOpMAIMU MO TPeOOBAHHSAM OE30MACHOCTH
uH(popMalun

TeMbl MHAUBHAYAJIBLHOIO 32 JAHUSA

Hnoueuoyanvnoe 3adanue Nel

1. IlporpaMMHO peann3oBaTh NPOCTEUIINN pPEXUM TaMMUPOBAHMS JUISI TOTOYHBIX
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mudpos.

I"'eneparop ["eneparop
FaMMBI raMMBl
OTKPBITEI TEKCT HIngporeker OTKpBITEI TEKCT
\ v
» I » >
> 1 >
3amndpopanne Pacumdpopanue

2. [IporpamMMHO peanu3oBath J1000i OI0UYHBIN MUGP U3 MPEI0KEHHbIX:

Anroputm mmdposanus DES.
I'OCT 28147-809.
udp AES.
Hnousuoyanwvnoe 3adanue Ne2
1. Peanu3zoBats 11000i U3 MM(POB 3aMEHBI:
OnHOpa30BBIf OJOKHOT
Iudp Buxenepa
Mudpp Xunna
[Mudp Inelidepa
2. PeannzoBaTh O/1IMH U3 METOJIOB KpUIITOAHATIN3a
Hnouesuoyanvnoe 3adanue Ne3
1. Onmmute HaCTPOiKH MexceTeBoro skpana Windows Server
2. Onpezaenute HOBBIE pa3pelIaroIue MpaBuiia
3. 3anperute otnpaBky |ICMP-makeToB Ha 0TMH U3 y3710B
4. HactpoiiTe BeneHue )KypHaia
Hnousuodyanvnoe 3adanue Ned
1. IToctpoiite Mozeny yrpo3 HHGOPMaIMOHHOM 0€3011acHOCTH AJi1 00BbEKTa
2. Onenure pucku MH(GOPMAIIMOHHON 6€30MacCHOCTH
3. CocraBbTe TpeOOBaHHUs 3aIUTHI HH(POPMAIIMOHHOM 0€30MacHOCTH Ha 6a30BOM YpOBHE
4. PaccumuTaiiTe 5KOHOMUYECKOE 0OOCHOBaHHE
5. CocraBbTe OLICHKY MPOU3BOIUTEIHLHOCTH

6.2. IlpumepHble BONPOCHI W 3aJaHMs / 3aa4¥ JJISA NPOMEKYTOUYHOM

aTrTrecTaluu
Taoauna 9 - IlpumepHbie TeopeTHYeCKHE BONPOCHI U NMPAKTHYECKHE 3aJaHUA K
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IK3aMeHy
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Paznenst u TeMsr [TpumepHbIC Teoperudeckue | [IpuMepHbIe MpakTUYEeCKHUe 3aJaHusI
BOIPOCHI
1. OcHOBBI HH()OPMAITMOHHOW 0€30MTaCHOCTH
1.1 ba3zoBbIe TOHATHS U 1. Kiraccnduxarms Kiraccudummponats 3aITUIIaeMyTo
HOpMAaTUBHO-IIPaBOBasi CpeACTB U CII0C000B 3alIUThI I/IH(bOpMaHI/IIO
6433 06eCIICICHIS nHpopMaIun Omnpeaenutb OOBEKTHI  3alIUTBI  HA
HEGbOPMAIHOHHON 2. 3amurnraemas MPEITPUATHN
nHpopmanus. OOBEKTHI 3aIUTHI
GesonacHocTH 3. PernamenTupytomiue
HOPMAaTHUBHBIC aKTHI
4. MesxayHapogHbIe

CTaHIapThl B 00JacCTH 3aluThl
nHpopMaIun

1.2 Mogenu 6e3omacuoct | 5. Oo6mas cxema KOHTpods | [locTpouTh MOAETH KOHTPOJIS JOCTYTIA
JoCTyIma ITocTpouts CUCTEMY COCTOSIHUM
6. AOcCTpakTHass ~ MOJEINb | CIy4allHOTO Tpolecca Uil  MOJCIH
JUCKPELIMOHHOTO KOHTPOJIA | yrpo3bl 0€30IIaCHOCTH
JIocTyna Onpenenuts BEPOSTHOCTh pPeaIn3aALUH
7. AOcTpakTHasT ~ MOJENb | YTPO3bI
n30MpaTeIHHOTO KOHTpONA | PaccuntaTh  CIOXHOCTH — peau3aluu
JOCTyTIa YTpo3bl 6€30MaCHOCTH
8. AOcCTpakTHass  MOJEIb
MaHJIATHOTO KOHTPOJISI JJOCTYIa
9. Monenb pOIIEBOTO
JOCTymna
10. MopenupoBaHue yrpos
0e3omacHOCTH
11. Marematuyeckoe
MOJICJINPOBAHHE yrpo3
Oe3ormacHOCTH
12. MonenupoBanue
MOTEHIIMATBHOTO HAPYIITHTEIISI
2. Mepsbl 3anmThl HHGOpMAIHN
2.1 Opranunzanuonto- | 13. IIpaBoBbIE cpenctsa | OnpenenuTsb FOPUANYECKYIO
MIPaBoOBOE obecrieueHue | 3amuThl HHpOpMaMu OTBETCTBEHHOCTb 3a
WHPOPMAITUOHHON 14. Wudopmarus HECAaHKI[UOHUPOBAHHBIA  JIOCTYyNl K
0e30macHOCTH OIPaHUYECHHOI'O JIOCTyIIA. | TOCY/JApCTBEHHOM TailHe
[IpaBoBbIe pexxumbl | OnpeaenuTsb FOPUIUYECKYIO

obecrieuenns 0€30MacHOCTH

15. IOpunnueckas
OTBETCTBEHHOCTH 3a
MPABOHAPYIIICHHSI

16. OpraHu3zaiuoHHOe
obecrieueHre 6€30MacHOCTH

OTBETCTBEHHOCTh 3a PaCHpOCTPAHCHHE
BpenoHocHoro [10

Omnpeaenutb OpraHU3allMOHHBIE MEpPHI
samuthl s UCIIJIH oTnena xagpos
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2.2 Kpunrorpaduueckue
METO/IBI 3aLUTHI

17. Kpunrorpagus.
Kpunroananuz. Kpunronorus

3amudpoBaTh OTKPHITHII TEKCT METOIOM
MEPECTaHOBKH

nHpopMaIuu 18. Creranorpadus 3ammdpoBaTh OTKPHITHIN TEKCT METOAOB

19. Kpunrocucremsi C | MOJICTaHOBKH

CEKPETHBIM KITIOYOM OnpenenuTs HaIWYME KOJUIM3UN B X3II-

20. Kpunrocucremsl ¢ | dynkmn

OTKPBITHIM KJIFOUOM Onpenenuth MPOTOKON pacTpeeseHus

21. AJNTOpUTMBI Ha OCHOBE | KIIFOYEH AJs KoyiekTuBa u3 10 yenoBek

cetu Deiictens PeanmnzoBath anroput™ mudpoBaHUs

22. biounsle 1mmdpsr

23. NmurocToikocTh

mmdpa

24, AcuMMeETpUYHAs

Kkpunrorpadus

25. Mudp AES

26. Mudp RSA

27. DNeKTPOHHO-TIH(PpOBas

MOJIHCh

28. Xom-hyHKITUH

29. [ceBaocyyvaiinbie

TeHEPaTOPbI

30. [TpoTokoib

ayTeHTU(PUKAITUN

31. IIpoToxoms

pacnpenesieHus KIouen

32. [IpoToxomst

(hmHAHCOBOI KpUnITOrpadun
2.3 IIporpammuo- | 33. Knaccudukarms Paspabotath ~ Mepbl  3allUTBI  OT
anmapatHoe oOecreYeHre | BPeIOHOCHBIX MPOrpamMM HECAHKIIMOHUPOBAHHOTO KOTIMPOBAHHUS
MH(OPMAITMOHHOM 34. Metonsl TectupoBanus | Onpenenuts BpegoHocHoe [10
0e30macHOCTH MporpaMMHOro oOecriedeHus] Ha

€ro0 3alIUIICHHOCTh
35. 3amuTa MOporpamm OT
HECaHKIIMOHUPOBAHHOTO
HCCIIEIOBAHNUS 1 KOTTMPOBAHUS
36. Cpencrpa 3aIUTHI
IPOrPaMMHOT0 00ecTIeueHHs

2.4 3amuTa uHGOpPMAIINH B
IP-ceTsix

37. MeskceTeBble SKpaHbl
38. ITpoTokoJib 3aIUTHI
AIIEKTPOHHOM MOYTHI

39. Pacnipenenenne ximoueit
IO CETH

Onpepenuts  paboTaroliue  CETEBbIC
HMPUIOKEHUS

Onpexpenuts pacupeeseHue KiIrouei

3. CrcreMbl 3auThl HHOOPMAITUU

3.1 Ananu3 u ynpasneane | 40. ITonsitre pucka B chepe | OneHnTs pUCK it MHGOPMALMOHHON
pHUCKaMHu B nHPOPMALUOHHON CHUCTEMBI OTZETa KaJpoB
nH(pOpMAITMOHHON 0€e30MMacHOCTH Ouennts puck st UCIIH 60opHATIBI
6e3omacHOCTH 41. Ympasnenue

nHPOPMALUOHHON

0€3011aCHOCThI0

42, Mertoauku OLIEHKH

PHUCKOB
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3.2 TIpoexTupoBaHue 43. TpeboBanus Kk | CoctaBUTh TpeOOBaHHA K CUCTEME
CHCTEM 3aITUTHI TTOCTPOCHHIO 0e30macHON | 3aIIUTHI nHpopMaIuu
nHpopManum CHCTEMBI TOCYAapCTBEHHOTO MPEATIPUSATHSL

44, IToctpoenue CoctaBuTh TpeOOBaHUS K CHCTEME
0€30MacHBIX OTKa30yCTOMYMBBIX | 3aIIUTBl WH(QOPMAIMH TOBHILIEHHOTO
CHCTEM YPOBHS  3alIUTBl  JJISI  WHTEPHET-
45. Craguu W 3ajaudl | IUIOIIAAKH

MPOEKTHUPOBAHUS cUcTeM

3aIHUTH HHGOPMAITHH

46. Ouenka

MPOU3BOIUTEIHHOCTH

CocraBurens (n):

[reitnOpexep O.A., KaH/I. TEXH. HayK, AoueHT Kadeapsl UBT

(pamunusn, unuyuanet u dondcnocme npenooasamens (ei))
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