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BBEJIEHUE

Kypcbr «Metonel u cpeactBa 3amuThl uHGopMaruny, «Mudopmanmronnas
0€30MacHOCTh) MO3BOJSIOT CTYJEHTaM O3HAKOMHUTBCS C METOJaMHU U CPEACTBAMU
3alMThl UHPOPMALIUU B TMEPCOHAIBHOM KOMIIBIOTEPE W KOMIIBIOTEPHBIX CETSIX,
U3y4UTh  CMOCOObl  XpaHEHHsT W MHUQGPOBAHUA  JAHHBIX, MPOOIEMBI
HECAaHKIIMOHUPOBAHHOTO MEXKCETEBOr0 JOCTyNa K WHMOpMAIMH, COBPEMEHHBIC
CpelcTBa KpUNTOrpapuyecKkod 3amuTbl WH(OpPMAIMU, BOOPYKHUTHCS METOAAMU
MO3HAaHUA U CPOPMHUPOBATH MO3HABATEIBHYIO CAMOCTOSITENBHOCTh. B pe3ynbrare
OCBOEHHUSI OOYyYaloOUIUiiCs JIOJDKEH OBJAJETh CIEIYIOIIMMU pe3yJbTaTaMu
0oOy4eHUs MO JUCHUIUIUHE.

3HaTk:

0a30BbI€ MOHATHS UTHPOPMAITMOHHOMN 0€30M1aCHOCTH; KIacCU(PUKAIUIO yTPO3
YSA3BUMOCTEM;

HOPMAaTUBHO-TIPaBOBYIO 0a3y B 00JaCTH 3alIUTHI HH(DOpMAIUy;

OCHOBHBIE TMOHSTUS U METObl OPraHU3ALUOHHO-TIPABOBOIO, MPOTrPaMMHO-
armapaTHoOTo, Kpuntorpaduueckoro obecrnieueHus uH(pOpMAIIMOHHOM
0e301acHOCTH;

METOJAMKHU MOCTPOEHUSI CUCTEM 3aLUThl HHPOPMALIUU.

YMers:

MOJEJIUPOBAThH YTPO3bl U YI3BUMOCTH HH(POPMALIMOHHOM 0€30MMaCHOCTH;

BBIICJIATh UCTOYHUKU MH(OpMaIuu, 00BEKTHI 3aluIaeMoil nHpopMaluu;

dbopmupoBaTh TPEOOBAHUS K TOCTPOCHHIO 0€30IMaCHON CUCTEMBI;

onpenensaTh QyHKIUOHATIBHBIC 3a/1a4M U TPEOOBaHUS.

Bnanets:

METOIAMHU OpraHU3alMOHHO-TIPaBOBOIO, IPOrpaMMHO-AIIAPATHOTO,
Kkpunrorpaguueckoro odbecredeHus MHPOpMaIMOHHON 0€30MacCHOCTH;

MCTOJaMU U MCTOANKAMHU ITOCTPOCHUA CUCTCM 3alllUThI I/IH(I)OpMaI_[I/II/I;



OPOrpaMMHBIMH  MPOAYKTaMH IS OLEHKH pHCKa WHGOPMAIMOHHON
0Ee30ITacCHOCTH;

MIPOTPaMMHBIMHU cpencTBaMu oOecreyeHus nHOOPMAITMOHHON
0€30IIaCHOCTH;

MPOTOKOJIAMHU ayTCHTH(UKAIIMK, PACIPEACICHUS KIIOYCH, 3JIEKTPOHHOU

noANucH U (PrUHAHCOBOU Kpurntorpaduu.



Paznen 1. BBegenue B npeamer. Yrpo3bl HHGOPMALIMOHHOM 0€30IIACHOCTH

Nudopmarmonnass 6€30macHOCTh — A3TO 3alMIIEHHOCTh WHGOPMAIUU |
nojJiep kKuBaromieil ee MHGPACTPYKTYphl OT CIYHYaHBIX WU TMpeIHAMEPEHHBIX
BO3JICHCTBHI E€CTECTBEHHOTO WM HMCKYCCTBEHHOTO XapakTepa, KOTOpPhIE MOTYT
HAHECTH yiepO BiajeabliaM WK MOJIb30BaTeIsIM HH(OpMAIUH.

Nudopmanmonnas 0e30MacHOCTh SIBJISETCS OJHOM U3 MpoOJeM, ¢ KOTOPOid
CTOJIKHYJIOCh COBPEMEHHOE OOIIEeCTBO B IMPOILIECCE MAacCOBOTO HCIIOIb30BAHMS
aBTOMATU3UPOBAHHBIX CPEJICTB €€ 00OPa0OTKHU.

[IpoGnema MHPOPMALMOHHON O€30MACHOCTU O0YCIOBJIEHA BO3PACTAIOIICH
poJibto uHGOpMAIMU B 00IIECTBEHHOM kn3HU. COBpeMeHHOE 00I1IeCTBO Bce Ooiiee
npuoOpeTaeT YepThl MHPOPMAITMOHHOTO OOIIIECTRA.

HeoOxogumMo wMeTs B BHIY, 4YTO TPU PACCMOTPEHUH IMPOOIEMBI
UHOOPMAITMOHHONW  O€30MaCHOCTH  HApPYIIMTENIb  HEO0O0s3aTebHO  SIBJISIETCS
3NI0yMBbIIUIEHHUKOM. Hapymurenem wuHboOpMalnoHHONW 0€30MacHOCTH  MOXKET
OBITh COTPYIHMK, HAPYIIUBIIUN pEeXUM HHGOPMAIMOHHON O€30MaCHOCTU WJIU
BHEIIIHAS Cpela, HalmpuMep, BhICOKAs TeMIlepaTypa, MOKET MPUBECTH K cOOsIM B
paboTe TEXHUYECKUX CPEJCTB XpaHeHUS MHPOPMAIIUHU U T. II.

Chopmynupyem W (13% W11 ompejieIICHUE "HH(pOpMAITMOHHOMN
oeszomacHoctu". HMHbpopmaimonHas 0€30IaCHOCTh — 3TO  3alIUIIEHHOCTH
uHOpMAIIMU W TIOAJCP)KUBAIONICH €€ WH(PPACTPYKTYphl OT CIyYalHBIX HWITH
MIPETHAMEPEHHBIX BO3JCHCTBUIN €CTECTBEHHOTO WJIM MCKYCCTBEHHOTO XapakKTepa,
KOTOPBIE MOTYT HAHECTH YIIIepO BIaJCIIbIIaM HIIH TTOJIB30BATEISIM HH(POPMAIIHH.

PaccmarpuBas wHGOpManuiO KaK TOBap MOXHO CKas3aTh, YTO HAHECCHHE
yiep6a nHpopMaluy B 1eJIOM MPUBOJUT K MaTepuaIbHBIM 3arpataM. Hampumep,
PAcCKpBhITHE TEXHOJOTHU HW3TOTOBIICHUS OPHTHHAIBLHOTO MPOIYKTa MPHUBEIACT K
MOSIBJICHUIO aHAJIOTUYHOTO TMPOJYKTa, HO OT APYroro MPOU3BOAMTEINSA, M, KaK
CJIEJICTBHE, BIIaJIEJIeI] TEXHOJIOTHH, & MOXKET OBITh U aBTOP, MOTEPSIOT YACTh PHIHKA

U T. 1.



C npyroit cTopoHbl, paccMaTpuBas UHQOpPMAIMIO KaK CyObEKT yIpaBieHUs
(TeXHOJIOrUsl MPOU3BOACTBA, PACIIMCAHUE JBUKEHHUS TPAHCIOPTA U T. 1.), MOXKHO
yTBEP)KIaTh, YTO HW3MEHEHUE €€ MOXXET TPUBECTH K KaTacTpOPUUECKUM
MOCJIEJICTBUSIM B OOBEKTE YIPABJICHUS — IPOU3BOACTBE, TPAHCIIOPTE U .

NMeHHO T03TOMYy TIpH  ONpEACNICHWH TOHATUSA "WHGOpPMAIMOHHAS
0e30macHOCTh" Ha MEPBOE€ MECTO CTABUTCS 3allMTa WHGOPMAIMU OT Pa3INYHbIX
BO3JICUCTBHUI.

[TosTomy mof 3ammTol H(POPMALIMKU TOHUMAETCS KOMILJIEKC MEPOIIPUSTUA,
HaIpaBJICHHBIX Ha oOecrieyeHue NHHOPMAIIMOHHON 6€30MacHOCTH.

Pemienne mnpoGnaeMbl WHGOPMAMOHHONW 0€30MacHOCTH, KakK MPaBUIIO,
HAYMHAETCS C BBISIBIICHUS CYOBEKTOB MH(POPMAIITMOHHBIX OTHOILICHUN U UHTEPECOB
TUX CyOBEKTOB, CBSA3aHHBIX C MCIOJb30BaHUEM HH(POPMAIMOHHBIX CHUCTEM. DTO
OOyCIJIOBJIEHO TE€M, YTO JJIA Pa3HbIX KAaTEropuid CyOBEKTOB XapaKTep pPellaeMbIX
3aJlad  MOXKET CYIIECTBEHHO pasnuyaTbed. Hampumep, 3amaud periaeMbie
aIMUHUCTPATOPOM  JIOKAJbHOM CeTH 10 OO0EeCrneyeHu0 HMHPOPMALUOHHOM
0e30MacHOCTH, B 3HAYMUTEJIbHOM CTENEHW OTIMYAIOTCAd OT 3aJad, perIaeMbIX
MOJIb30BATENIEM Ha JJOMAIIIHEM KOMITBIOTEPE, HE CBSI3AHHOM CETBIO.

B psine cinyyaeB nonstue "uHdopManroHHas 0€30MacHOCTB' MOJMEHSIETCS
TEPMUHOM "KOMITbIOTEpHAst Oe3omacHOCTh". B 3TOoM ciyuyae uH(pOpManMoHHas
0€30MacHOCTh PAcCCMATPUBAETCS OYEHBb Y3KO, TMOCKOJBKY KOMITBIOTEPHI TOJIBKO
OJIHa W3 COCTABJISIIOIIMX MHPOPMALMOHHBIX cucteM. HecMoTpst Ha 3TO, B paMKax
U3y4aeMoro Kypca OCHOBHOE BHUMaHHUE OyAET YAENSAThCS U3YYEHUIO BOIIPOCOB,
CBSI3aHHBIX C oOecredeHueM pexuma HUHGOPMAlMOHHOW  0e30MacHOCTH
MPUMEHHUTEIPHO K BBIUUCIHUTEIBHBIM CHCTEMaM, B KOTOPBIX HHQpoOpMaIus
XPaHUTCSI, 00pa0aTHIBACTCS U TIEPEIACTCS C TTOMOIIBIO KOMITBIOTEPOB.

CornacHo ornpeeneHno, KOMIbIoTepHasi 0€30aCHOCTh 3aBUCUT HE TOJBKO
OT KOMIIBIOTEPOB, HO M OT TMOJICPKUBAIONICH HHPPACTPYKTYpPhI, K KOTOPOM
MO>XHO OTHECTH CUCTEMBI JJIEKTPOCHAOKEHUS, )KU3HEO0OECTIeUeHNs, BEHTUIISIINH,

CpellcTBa KOMMYHHKAIUH, a TaKKe 00CITYKUBAIOIIHIA epCcoHal.



ConepxaareM HHOOPMAIIMOHHON OE30MMACHOCTH SIBJISTFOTCS 1I€JI0OCTHOCTb,
JOCTYMMHOCTh ¥ KOH(PHUICHIIUATBHOCTh HHPOPMAITHH.
Obecneuenne MHGOOPMAITMOHHONW O€30MMaCHOCTH B OOJBITMHCTBE CITydacB

CBA3aHO C KOMIIZICKCHBIM PCHICHUCM TPCX 3aJa4:

1. ObecnieueHreM TOCTYITHOCTH WH(OpPMAITUH.
2. Oo6ecrieueHreM I11eI0CTHOCTH UH(POPMAITHH.
3. Ob6ecrieueHreM KOH(HUICHITMATLHOCTH HH(POpMAITIH.

NMeHHO JOCTYNMHOCTh, UEIOCTHOCTh U KOH(PUIAECHUMATBHOCTH SBISIOTCS
PaBHO3HAYHBIMU COCTABJISIOIIMMH UH(POPMALIMOHHONW O€30MacCHOCTH.

JIOCTYNIHOCTb — 3TO TapaHTHs MOJy4YeHus TpeOyemoil MHpopMauuu WiH
MH(OPMAIMOHHOW YCIIYTH MOJIb30BATEIEM 32 ONPEIETEHHOE BPEMS.

@dakTOop BpPEMEHM B OIPEAEICHUM JOCTYIHOCTH HH(MOpPMALUU B pAIe
CIIy4aeB SIBJISIETCS OYEHb Ba)KHBIM, MMOCKOJIbKY HEKOTOpBIE BHJIbI MH(POpPMALUU U
MH(POPMALMOHHBIX YCIYI MMEIOT CMBICI TOJIBKO B OIPENEICHHBIA MPOMEKYTOK
BpeMeHu. Hanpumep, nosydueHne 3apaHee 3aKa3aHHOTO OMJIeTa Ha CaMOJIET MOCJe
€ro BbUIETA TEPSAET BCIKUM cMbICT. TOYHO Tak ke MOJyuYeHHEe MPOTHO3a MOro/Ibl Ha
BUEpPALIHUI J€Hb HE MMEET HHUKAKOTO CMBICIA, MOCKOJBbKY 3TO COOBITHE YXkKe
HAaCTYITUJIO.

[lenocTtHOCTh MH(GOPMALMU YCIOBHO MOJPA3AEIAETCS HA CTATUUYECKYIO U
nuHamuueckyro.  Crarmyeckasi 1EJIOCTHOCTh HMH(OpMalMU  IMpearnoJiaraer
HEU3MEHHOCTh HH(OPMAIMOHHBIX OOBEKTOB OT HMX HCXOJHOTO COCTOSTHUS,
OTNpPENENSIEMOr0 aBTOPOM WJIM HCTOYHMKOM HHpopMmanuu. JnHamuueckas
LEJIOCTHOCTh HMH(POPMALUM BKIIOYAET BOMPOCHI KOPPEKTHOTO  BBINOJTHEHUS
CJIOXHBIX JEHUCTBUU ¢ MHPOPMAMOHHBIMU MOTOKAMH, HAPUMEp, aHAIU3 MOTOKA
COOOIIEHUI N7l BBISIBICHUS HEKOPPEKTHBIX, KOHTPOJIb MPABWIBHOCTH IEperiadu
COOOIICHH, MOATBEPKICHNUE OTAEIbHBIX COOOIEHUH U Ap.

[lenmocTHOCT, ~ ABJSIETCS  BaXXHEWITUM  aCleKTOM  MH(POPMAIMOHHOM
0€30MMacHOCTH B TE€X CIy4asix, KOrjaa uH(popMalus UCIONIb3YeTCs IS YIpaBICHUS

PAa3JIMYHBIMHU IIpOoLECCaMu, HAIIPUMEP TCXHHUYCCKHUMH, COOMUAIbHBIMA U T. O. TaK,



omnOKa B YNPaBIAIOLIEN NporpaMme MNPUBEAET K OCTAHOBKE YIPAaBIsAEMOU
CUCTEMBI, HEMTPaBUJIbHASL TPAKTOBKA 3aKOHA MOXET MPUBECTH K €r0 HAPYLICHHSIM,
TOYHO TAaK)X€ HETOYHBIM MEPEBOJ MHCTPYKLMUHU O NMPUMEHEHHUIO JEKAPCTBEHHOIO
npernapara MOXKET HAaHECTH Bpel 310pOBbIO. Bce 3TH mpuMepbl MILTIOCTPUPYIOT
HapylIeHHe  LEJOCTHOCTH  HH(pOpMammu, YTO  MOXET  MPUBECTH K
KaTacTpo(UIeCKuM NocaeACcTBUSIM. VIMEHHO MO3TOMY II€JIOCTHOCTh MH(POPMALUH
BBIJIETISIETCSl B KAa4eCTBE OAHOM M3 0a30BBIX COCTABISIOUIMX HH(GOPMalMOHHON
oe3onacHoctu. IleJlOCTHOCTHL — TrapaHTUss TOro, 4TOo HWHpOpMalMs cerlyac
CYILLECTBYET B €€ MCXOJHOM BHJE, TO €CTh IIPU €€ XPAHECHUU WM Iepenaye He
OBLJIO MPOU3BEICHO HECAHKLIIMOHUPOBAHHBIX U3MEHEHH.

KondunenumnaneHas  uHpopmanuss €cTb  NPAKTUYECKH  BO  BCEX
OpraHu3alusXx. OTO MOXKET OBbITh TEXHOJOIHs MPOM3BOACTBA, MPOrPAMMHBIM
IPOJAYKT, AHKETHbIE JaHHbIE COTPYJHUKOB M JAp. IlpumeHuTenbHO K
BBIUMCIIUTENBHBIM CHUCTEMAaM B 0O0S3aTEIIbHOM MOPAIKE KOH(PHUACHUUATbHBIMU
JAHHBIMH SBJISIIOTCSA Mapoiu s JocTyna K cucreMe. KoHduaeHnuaibHOCTh —
rapaHTys JOCTYIMHOCTH KOHKPETHOW MH(OPMAIMU TOJIBKO TOMY KpPYTY JIMI, JUIS
KOI'0 OHa IpeHa3Ha4YCHA.

Hapymenue kaxaoll u3 Tpex KaTeropuil NPUBOAUT K HAPYIICHHUIO
UHPOPMAIIMOHHON 0e30MacHOCTH B 1LejoM. Tak, HapylleHue JOCTYHMHOCTH
OPUBOJUT K OTKazy B JOCTyNne K HHPOpMAlUH, HapyILICHHE IIeJIOCTHOCTH
npuBoaAuT K  (danbcudukauuy  UHPOPMAUMM M, HAKOHEl, HapylleHHUe

KOH()HUICHIIMATEHOCTH TPUBOIUT K PACKPBITHIO HH(HOPMAIIIH.

JocTyNHOCTE 4+ UenocTHOCTE
MHOpMALL K — MHBOpMALLHK

el ]

KoHdHaEHLHANEHOCTb
MHBOpMALL MK

Pucynox 1 — Cocrabisitoniye nHPOpMaMOHHON 0€30MacHOCTH



Cucrema ¢opMupoBaHUS pEeKUMa HHHOPMAIMOHHON OE30MacHOCTH —
MHOTOYpOBHEBasi ~ cuUcTeMa,  oOecleuyuBaromas  KOMIUIEKCHYIO — 3alllUTy
WH(OOPMAIIMOHHBIX CHUCTEM OT BpPEIHBIX BO3ACHCTBUHN, HAHOCIIIMX YIIEpO
cyOBeKkTaM HH(POPMAITMOHHBIX OTHOIIICHUH.

AHanu3 ocHOB MH(GOPMAIIMOHHON 0€30MaCHOCTH MOKa3all, 4To 0OecreueHue
Oe3omacHOCTH sBIIAETCS 3adadeld KoMiuiekcHOM. C OIHOW CTOpPOHBI peXUMa
UH()OPMAIMOHHOW, HH(OpMalMOHHAs  0OE€30MacHOCTh  NIpeanoiaraer, Kak
MUHUMYM, OOECIIEUEHUE TPEX €€ COCTABJSAIOUINX - JOCTYNHOCTb, I[EJIOCTHOCTh U
KOH(HUIEHIUABHOCT  JaHHBIX. W yxke ¢ y4eToM 3TOro mpoodiemy
MH(POPMAITMOHHON 0€30MaCcHOCTH CIEAyeT paccMaTpuBaTh KoMIuiekcHO. C npyroi
CTOpOHBI, HUH(OpManMed U HHPOPMALUOHHBIMU CHUCTEMaMU B OYKBaJIbHOM
cMbIcie '"mpoHuzaHbl" Bce cdepbl OOIIECTBEHHOW [EATEIIBHOCTH W BIIUSHUE
uHpopMaluu Ha  OOIIECTBO BCE  HapacraeT, I[O03TOMYy oOecredyeHue
MH(OPMAIMOHHOW 0€30MaCHOCTH TAKXke TPeOyeT KOMIUIEKCHOTO MOIX0/1a.

B mupokoM  cMbICcI€  OCHOBHBIMM  3aJayaMM  HMH(QOPMALMOHHOU
0€30IaCHOCTH SIBJISIIOTCS:

. 3allMTa TOCYAApPCTBEHHOM TaWHBI, T. €. CEKPETHOM W JpYyrom
KOH(UICHIIMATbHON MHpOpMaIUU, SBISIONMIEHCS COOCTBEHHOCTHIO TOCY/IapCTBa,
OT BCEX BHJOB HECAHKIMOHUPOBAHHOIO JOCTYIA, MAaHUIYJIUPOBAHUSA H
YHUYTOXKEHUS;

. 3allldTa MpaB TPakJAaH Ha BIAJCHHUE, PACTIOPSIKEHUE W YIIPABJICHHUE
npUHaAJIeRKaIIe UM HHPOpMaLIHEeH;

. 3allldTa TMpaB MpeANnpUHUMATENEd TMPU  OCYIIECTBICHUH UMHU
KOMMEPYECKOH IESITEIbHOCTH;

. 3allliTa KOHCTUTYLIMOHHBIX MpaB TIpaXJaH Ha TalHy MEpEenucKH,
[IEPErOBOPOB, JINYHYIO TalHY.

PaccmarpuBas mpobGiiemy wuHGOpPMAIMOHHONW 0€30MacHOCTH B y3KOM

CMBICJIC, OTMETHUM, 4YTO B 3TOM CiIy4dac p€dyb HMACT O COBOKYIIHOCTH MCTOJOB H
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CPEJICTB 3alIUThl HH(POPMAIIMK U €€ MaTepUaIbHBIX HOCUTEJICH, HAalIpaBJIECHHbBIX Ha
o0ecrniedeHune 1eIOCTHOCTH, KOHDUIESHITNATIBHOCTH U AOCTYITHOCTH UH(OPMALIHH.

Hcxons w3 3TOro, BBIIETUM CJCAYIOMHNE 3adadud  HWHPOPMAIMOHHOM
0€30MacHOCTH:

. 3aliTa TEXHUYECKUX M MPOTPAMMHBIX CPEICTB MH(GOPMATH3AIUN OT
OMMUOOYHBIX JEUCTBUM TEpPCOHAIa M TEXHOTCHHBIX BO3JCHCTBUN, a TaKke
CTUXUMHBIX OCICTBUI;

. 3alUTa TEXHUYECKUX U MPOTPaAaMMHBIX CPEACTB MHGOpPMATU3AIUU OT
MpEeIHAMEPEHHBIX BO3AECHUCTBUM.

C yd4eToM H3JI0KEHHOTO BBIIECIUM TPHU YpPOBHS (POPMHUPOBAHUS pPEXKHMA

MH(OPMATMOHHOW 0€30MaCHOCTH:

. 3aKOHO/IaTEJIbHO-TIPABOBOM;

. aJIMUHUCTPATUBHBIN (OpraHU3allMOHHBIN);

. IPOrPaAMMHO-TEXHUYECKHU.

3aKkoHOAATEILHO-TIPABOBOI YPOBEHb BKJIFOYAET KOMILJIEKC

3aKOHOJIATEIBHBIX W WHBIX MPABOBBIX aKTOB, YCTAHABIMBAIOIINX MPABOBOM CTATYC
CyOBbeKTOB HMH(DOPMAIIMOHHBIX OTHOIICHUH, CYOBEKTOB W OOBEKTOB 3alllUTHI,
METO/IbI, (GOPMBI M CITOCOOBI 3aITUTHI, UX MPaBOBOH ctaryc. Kpome Toro, K 3TOMY
YPOBHIO OTHOCSITCS CTaHAAPTHI W crHenuduKaiuu B o0nactu UHOOPMAIMOHHON
6e3onacHocTu. CHucTeMa 3aKOHOJATENbHBIX aKTOB M pa3pabOTaHHBIX Ha WX 0ase
HOPMATHBHBIX M OPTaHU3AIMOHHO-PACTIOPSIUTEIBHBIX JTOKYMEHTOB JIOJDKHA
oOecrieunBaTh OpraHu3aiuio 3(OPEKTUBHOTO HAA30pa 3a WX HCIOJHEHUEM CO
CTOPOHBI TIPABOOXPAHUTEIILHBIX OPTaHOB U PeAIM3AIUI0 MEP CyIeOHOMN 3aIUThl U
OTBETCTBEHHOCTH CYOBEKTOB HMH(OPMAIMOHHBIX OTHOIICHUH. K 3TOMYy ypoBHIO
MO>KHO OTHECTH M MOPAJIbHO-3TUYECKHNE HOPMBI TTOBEACHUS, KOTOPBIC CIOXKHIINCH
TPAJAWIIMOHHO WJIM CKJIAIBIBAIOTCS IO MEPE PACIPOCTPAHCHHS BBIYMCIUTEIBHBIX
cpenctB B obmectBe.  MoOpalbHO-dTUYECKME  HOPMBI ~ MOTYT  OBITh
pErIaMeHTUPOBAHHBIMY B 3aKOHOATEIPHOM TMOPSIAKE, T. €. B BUJIE CBOJA TIPABUII U

npeanucanuii. Hanbonee xapakTepHbIM MPUMEPOM TaKUX HOpM siBisieTcs: Kogekc
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npo(ecCUOHANBHOTO TOBEJAEHUSI WIEHOB Accouualnuu mnojib3oBareneii OBM
CIIIA. Tem HEe MeHee, 3TH HOPMBI OOJIBIIIEH YaCThIO HE SIBIISIOTCS 0053aTeIbHBIMH,
KaK 3aKOHOJATEIbHBIE MEPHI.

AIMUHHMCTPATHBHBIN YPOBEHb BKJIFOYAET KOMILJIEKC
B3aMMOKOOPJAMHUPYEMBIX MEPOINPUATHI M TEXHUYECKUX MEp, PEATU3YIOIIUX
MPAKTUYECKUE MEXAHU3MBI 3aLUTHI B POLECCE CO3AaHUS U DKCIUTyaTallud CUCTEM
3amuThl MH(opManuu. OpraHu3alMOHHBIM YpPOBEHb JIOJKEH OXBaThIBaTh BCE
CTPYKTYpHBIC JJIEMEHTHI CHCTEM OOpaOOTKM [JaHHBIX HA BCEX JTamax uX
YKU3HEHHOT'O IMKJIA: CTPOUTEIBCTBO NOMENIEHUW, MPOEKTUPOBAHUE CHUCTEMBI,
MOHTaX Y HajlaJKka 000pyJ0BaHUsI, UCTIBITAHUS U TIPOBEPKH, IKCILTyaTaIlusl.

IIporpaMMHO-TeXHMYECKMIA ypPOBe€Hb BKJIOYA€T TPU  MOJYPOBHS:
bu3nueckuil, TEXHUYECKUH (ammapaTHbIi) W HOporpaMMHBIN. DuU3MUYECKHit
MOAYPOBEHb pElIaeT 3aJayd ¢ OrpaHU4YeHueM (PU3UMYECKOro JOCTyNa K
uHdopMaIuu U UHPOPMAIIMOHHBIM CUCTEMaM, COOTBETCTBEHHO K HEMY OTHOCSITCS
TEXHUUYECKUE CPEJICTBA, PeaM3yeMble B BHJIE ABTOHOMHBIX YCTPOMCTB U CUCTEM,
HE CBSI3aHHBIX C 00paOOTKOM, XpaHEHHEM M Mepenaded MHGOpMalUM: CHUCTEMa
OXpaHHOM CHUTHAJIW3allMM, CHUCTeMa HaONoJIeHUus, CpeAcTBa (U3UIECKOTO
BOCIIPEISITCTBOBAHUS IOCTYITY (3aMKH, OTPaXKICHUSI, PEIIETKH U T. 1I.).

CpencrBa  3amuThl  aMapaTHOTO W OPOTPaMMHOIO  MOJLYpPOBHEM
HEIOCPEJICTBEHHO CBSI3aHbI C CUCTEMOW 00paboTKM MHGpOpMaIU. IDTH CpeACcTBa
100 BCTPOECHHI B almapaTHbie CPeACTBa 00padOTKHU, JIMOO CONMPSIKEHBI C HUMU T10
cTangaptHomy wuHTepdericy. K ammapatHbIM cpencTBaM OTHOCSITCS  CXEMBbI
KOHTpOJIST MH(OpPMalMM MO YETHOCTH, CXEMbl JocTyna mo kmwouy u T. A. K
MPOTPaMMHBIM CPEJICTBAM 3alllMThI, 0Opa3yIOIUM MPOTPAMMHBIN MOYPOBEHb,
OTHOCATCS CIIEIUAIBLHOE MPOTPAMMHOE 00ECIIeUeHUE, UCTIONB3YEMOE JIJIsl 3aIIUTHI
nH(popMaIu, HalpUMep aHTUBUPYCHBIN MakeT U T. A. [[porpaMmbl 3alTUTHI MOTYT
OBITh KaK OTJACNbHBIC, TaK U BCTpOEHHBIC. Tak, mu(pOBaHWE MTAHHBIX MOXKHO

BBITIOJIHUTh BCTPOCHHOW B OIMEPAlMOHHYIO cHUCTeMy (DaitmoBoil mmdpyromieit
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cucremoi EFS (Windows 2000, XP) wunu choemuaabHOH —MPOrpamMMoit
mppoBaHUsL.

Yrpo3sl MPECTABISIOT co0oit COCTOSIHUS W JICUCTBHS
B3aMMOJICUCTBYIOIIUX C HOCHUTENSIMU HHPOpMAIMK CYOBEKTOB U OOBEKTOB
MaTepUaIHbHOTO MHpPA, KOTOPHIE MOTYT MPHUBECTH K W3MECHEHHIO, YHHUYTOXKCHHUIO,
XUIIEHUI0 U OsiokupoBaHuto uH@opManuu. [log OnmoxupoBaHueM uHbOpMAaIIH
MOHUMAIOTCS MU3MEHEHUs YCJIOBHM XpaHeHUsi uH(pOpMaluu, KOTOphIE IENaloT ee
HEJIOCTYITHOM JUTsl TTosTb3oBaTess. [1o Buay peanu3anuy yrpo3sl MOKHO pa3aeiauTh
Ha JIBE TPYIIIbL:

* (u3HUecKoe BO3JCUCTBUE BHENTHUX CHJI HA WCTOYHHKH WH(MOpMAIUH, B
pe3ynbTaTe KOTOPOTO BO3MOKHBI €€ HW3MEHEHUS, YHUUYTOXKCHHE, XWIICHHE U
OJIOKUPOBAHUE;

* HECAHKIIMOHMPOBAHHOE PACIHPOCTPAHEHHWE HOCHUTENS C 3alUIIaeMOu
uH(popmaluenn OT ee HMCTOYHUKA JIO 3JIOYMBIIUICHHUKA, KOTOPOE MPUBOIUT K
XUIIEHUIO UH()OPMAIIUH.

YTpo3bl, IpH peanu3aiui KOTOPBIX MPOUCXOJUT BO3ACHCTBUE PA3TMYHBIX
cl (MEXaHWYECKUX, DJIEKTPUUECKHX, MAarHUTHBIX) HAa HMCTOYHHK HH(OpMaIuu,
HA3bIBAIOTCS yrpo3aMU BO3JCUCTBUS HAa HWCTOYHUK WHEGOPMAIMH, a YIPO3HI,
OPUBOMASIINE K HECAHKIIMOHMPOBAHHOMY pACIpPOCTPAHEHUIO HOCUTENS K
3JIOYMBIIIUICHHUKY, — yrpo3amu yTeukun wuHbopmaruu. Ha pucynkax 2-3
MIPEICTABIICHBI KJIAaCCU(PHUKAIIMKM YIPO3 B 3aBUCUMOCTH OT CBOMCTB MH(MOPMAIIMH 1
BUJOB BO3JECHUCTBUS.

Ha pucynke 4 mpeacTaBieHbl HMCTOYHUKH Yrpo3 HH(POPMAIMOHHOM

0€30MaCHOCTH.
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3aBUCUMOCTH OT BHJI0B BO3JIEUCTBUIA
VY A3BUMOCTB - 9TO Jt00asi XapaKTepUCTHKA WJIM CBOMCTBO MH()OPMAIIMOHHON

CHUCTEMBI, HCIIOJIb30BAHUE KOTOPOW HAPYLIUTEIIEM MOXKET MPUBECTH K pEATU3ALUU

yIPO3BI.
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Pucynok 4 — Uctounuku yrpo3 nHpoOpMalmoHHONW 0€30MacHOCTH
Ataka - 3TO m000€ JEHCTBUE HApYUIUTENs, KOTOpPOE TMPUBOAUT K
peanu3alMi  yrpo3bl MYTEM HCMONb30BaHUS YSI3BUMOCTEH MH(DOpPMALIMOHHON

CHCTCMHI.
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IIpakTuueckas padora Nel
IHocTpoeHune MaTPpULIbI PUCKOB VISl BBIOPAHHOTO NPeANPUSTHS.
Lesab padoThI: NOJIy4YeHUE HABBIKOB BBISBICHUS YIPO3 U YA3BUMOCTEH.

Xoxa paboThi:

1.  Jlng mpeanpuatus WM OTAENa TPEANPHUSATHS BBIIBUTH HOCHUTEIH
nHpopMaruu.
2. Jlns HOCWTENss HHPOPMAIIUH BBISIBUTH YTPO3bl YTEUKU WH(DOPMAIINU H

yYIPO3 BO3JEHCTBUS.
3. O1eHUTh BEPOATHOCTh BO3HUKHOBEHHUSI YIpO3bl (BBICOKAs, CpEIHSS,

HI/I3Ka$I) " YA3BHUMOCTH, KOTOPBIC MOTI'YT IIPUBCCTU K UCITIOJIHCHHUIO YI'PO3LI.

4, 3anoJIHUTh TaOJIUILY
Nudopmanus | Bun VYs13BUMO€E CBOMCTBO VYrpo3sa Y 3BUMOCTB
(koH(UAEHITNATHEHOCTD,
LIEJIOCTHOCTb,
JIOCTYITHOCTB )

Yka3zaHusi 1O COCTABJIEHHIO OTYeTA: OTYET JIOJDKEH COJEp)KaTh Ha3BaHUE
paboThI, 11€7b PabOTHI, MOTYYECHHBIE PE3YIIbTATHI.

Kpurepuu ouenku

Ouenka
OTIUYHO 3amaHue BBITTOJIHEHO 0€3 CYIIeCTBEHHBIX OITUOOK
Xoportio 3amaHne BBITIOJHEHO, HO JOIYIICHA OJHA CYIICCTBCHHAS

OIHI/I6I(3, HUCIIpaBJICHHasA CTYACHTOM IIpH  YKA3aHWUH

pernoaBaress Ha OLIMOKY

Y 10BIE€TBOPUTEIHLHO 3ajaHue BBITIOJTHEHO C HAJWYUEM OJHOM CYIECTBEHHOMU

OIHI/I6I(I/I, HCHpaBHeHHOﬁ C IIOMOIIBIO IIPCIIOAaBaATCIIA

HeynosieTBoputeabHO | 3alaHie BBIMOJHEHO, HO JIOMYIIEHO JBE WU Oojee

CYHICCTBCHHEIC OIITOKH.
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Pa3znen 2. OcHOBHbBIE OHATHS TeOPUU NHPOPMAITMOHHON 0€30MACHOCTH

Yrpoza wuHGopMAUMOHHOW 0€30ACHOCTH — HTO MOTCHIMAIbHAsS
BO3MOXXKHOCTh ~ HApyIlIEHUS  pekuMa  MHPOPMAIMOHHOM  0€30MacHOCTH.
[IpennamepenHas peanu3alnus yrpo3bl Ha3bIBa€TCSl aTaKOW HAa MHGOPMAILIMOHHYIO
cuctemy. Jluma, mnOpeIHaMEpEeHHO  pEAIM3YyIOIIME  yrpo3bl,  SBISIOTCA
3JI0yMBINLJICHHUKAMM.

HexoTopble yrpo3bl HENb3sl CUHUTATh CIEACTBUEM LIEJICHANPABICHHBIX
JEUCTBUN BpeaHOro Xxapakrepa. CylIeCTBYIOT yrpo3bl, BbI3BAaHHBIE CIIyYaiHBIMU
OLIMOKaMH UJIM TEXHOT€HHBIMHU SIBICHUSIMU.

3HaHWE BO3MOXHBIX Yyrpo3 HH(POPMAUMOHHOW O€30MACHOCTH, a TaKKe
VS3BUMBIX MECT CHUCTEMbl 3alIUThl, HEOOXOJMMO IJsi TOro, 4TOOBl BHIOpPAThH
HanOoJiee YKOHOMHUYHBIE U 2P(HEKTUBHBIE CPEACTBA 0OecIeueHUs: O€30MaCHOCTH.

Yrpo3sl  uHGOpPMAIMOHHONW  0€30MaCHOCTH  KJIACCU(PUUUPYIOTCS 1O
HECKOJIbKUM IPU3HAKAM:

. mno COCTABJISIIOIIMM HH(POPMAITMOHHOM 0e30macHOCTH
(IOCTYMHOCTD, IENOCTHOCTh, KOHPUACHIIMAIBHOCTD), POTUB KOTOPBIX, B MEPBYIO
ouepe/ib, HalPaBIIEHbI YIPO3bI;

. 0 KOMIIOHEHTAM MH(OPMANMOHHBIX CHCTEM, Ha KOTOPBIE YIPO3bI
HalleJIeHBI (JJaHHbIE, IPOTPaMMBl, alapaTypa, epcoHai);

. 0 XapakKTepy BO3JAeHCTBUS (ClIyyallHble WJIH TpeAHAMEPEHHBIE,
JEUCTBUS MPUPOJHOTO WIM TEXHOTEHHOI'O XapaKTepa);

. 0 PACIHOJIOKEHUI0 HMCTOYHHUKA Yrpo3 (BHYTpHM WIH BHE
paccMaTpuBaeMoil ”HGOPMALIMIOHHON CUCTEMBI).

OTnpaBHOI TOYKOW TpHU aHaIM3e Yrpo3 MHGOPMAIMOHHONW O€30MacHOCTH
SIBJISIETCS OTIPEIeNIEHNE COCTAaBIIsAIONIEH HH(POPMAIMOHHON O€30MacHOCTH, KOTOpast
MOXET ObITh HapylleHa TOW WM HWHOM yrpo30il: KOH(PHUACHIHAIBHOCTD,
LEJIOCTHOCTB WJIH TIOCTYITHOCTb.

Bce Bumel yrpos, kimaccuuuupyemble IO JAPYTUM TMpU3HAKAM, MOTYT

BOBHCﬁCTBOB&TL Ha BCE COCTABJIAIOIINC HH(I)OpMaHHOHHOﬁ 0e30I1acHOCTH.
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PaccMmoTpum yrpo3sl Mo XapakrTepy BO31eiiCTBUS.

OnBIT MPOSKTUPOBAHUS, M3TOTOBIICHUS W AKCILTyaTallii HHPOPMAITMOHHBIX
CHUCTEM TOKa3bIBAaeT, YTO HWH(POpPMAIUS IOABEPTacTCS PA3IUIHBIM CIIyYailHBIM
BO3JCHCTBUIM Ha BCEX ATaIlax IMKJIA )KU3HU CUCTEMBI.

[IpuunHamu ciyuatinvix 86030eticmeuti TPU YKCILTyaTallUd MOTYT ObITh:

. aBapuiHBIC CUTyalldd M3-3a CTUXUMHBIX OCICTBUH M OTKIIOUCHHUI

AIEKTPONUTAHUS (IPUPOAHBIE U TEXHOTEHHBIE BO3ACHCTBUSA);

. OTKa3bl M cOOM anmnaparypsl;

. OIMMOKHU B MPOTPaMMHOM 00€CIICUCHUH;

. OLIMOKH B paboTe MepCoHANa;

. MMOMEXH B JIMHUSX CBA3U M3-3a BO3JACHCTBUI BHEIIHEN CPEBI.
lIpeonamepennvie 6o030eticmeusi — ITO IieJCHAIIPABIICHHBIC JICHCTBHS

3JIOYMBIIJICHHUKA. B KadecTBe 37I0yMBIIIJIEHHUKA MOTYT BBICTYNATh CIIyXallui,
MOCETUTENIb, KOHKYPEHT, HaeMHHK. JIeWcTBHS Hapymurenss MOTYT OBbITh

0OyCIJIOBJIEHBI pa3HbIMH MOTUBAMM, HAIIPUMED:

. HEJIOBOJILCTBOM CITYIKAIIETO CITYKEOHBIM MOJI0KEHUEM;
. JIFOOOITBITCTBOM;

. KOHKYPEHTHOU 00pb00ii;

. YS3BJICHHBIM CaMOJTIIOOMEM | T. II.

Yrpo3sl, KiaaccuuIUpyeMbie MO PACHOJI0KEHHI0 HCTOYHHUKA YIpo3,
OBIBAIOT BHYTPCHHHE U BHEIITHUE.

Buewnue yepo3vl 00yCIOBJICHBI MPUMEHEHHEM BBIYHCIUTEIBHBIX CETEH U
CO37aHNE Ha MX OCHOBE HH(POPMAITMOHHBIX CHCTEM.

OcHoBHass 0COOCHHOCTH JIFOOOM BBIUMCIUTEIILHOM CETH COCTOHUT B TOM, YTO
€€ KOMIIOHEHTBI paclpesieieHpl B TpocTpaHCTBE. CBsi3b MEXAY y31aMH CETH
OCYIICCTBISACTCS (PU3MUECKH C TIOMOIIBI0 CETEBBIX JIMHUH W TPOTPAMMHO C
MOMOIIIbI0 MeXaHu3Ma cooOmennii. [Ipu 3TOM ympaBnsmoomue cooOmeHus u

JaHHBIC, IICPCCBUIACMBIC MCKAY Yy3JIaMU CCTHU, INCPCAANOTCA B BHUJC IIAKCTOB
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oOMeHa. OcoOEHHOCTh JAaHHOTO BHAA YrpO3 3aKJIOYaeTcss B TOM, YTO
MECTOMNOJIOKEHHE 3I0YMBIIIJIEHHUKA U3HAYAJIbHO HEU3BECTHO.

OpauM w3 Hamboyiee pacHpOCTPAHEHHBIX M MHOTOOOPa3HBIX CIIOCOOOB
BO3JICHCTBUST Ha MHGOPMAIMOHHYIO CHUCTEMY, IO3BOJISIONIMM HAHECTU YIIepo
J000M W3 COCTAaBIAIONIMX  WH(DOPMAIMOHHOW  OE30MAaCHOCTH  SBISETCS
HECAHKIMOHMPOBAHHBIN 10CTYyNl. HECAHKIIMOHMPOBAHHBIN JOCTYH BO3MOKEH U3-
3a OMMOOK B CHUCTEME 3alIUThl, HEPALMOHAIHLHOTO BHIOOpA CPENCTB 3AllUTHI, UX
HEKOPPEKTHOM YCTAaHOBKH U HACTPOMKH.

Kanajmbl HCA KJ1acCuUIMpPYyIOTCA o KOMIIOHEHTaM
aBTOMATU3UPOBAHHBIX NH(DPOPMALIMOHHBIX CUCTEM:

UYepes yenoseka:

. XUIIEHUE HOCUTENeH HH(pOpMaIINH;

. yTeHue UHGOpPMAaIUKU C SKpaHa WK KJIaBUATYPHI,

. yTeHre HHPOPMAIIMU U3 PACTICUATKH.

Uepes nporpammy:

. IepexBar Maposeu;

. pacimdpoBka 3amudpoBaHHON HHGOPMAITIH;

. KOIMMpOBaHUE UH(POPMALIMHA C HOCUTEIS.

UYepes anmaparypy:

. MOJAKIIOYEHUE CIICIMATIBHO pa3pabOTaHHBIX amnmapaTHBIX CPEICTB,

00ecreynBaIIMX JOCTYN K HH(OpMaIuy;
. nepexBaT MOOOYHBIX AJIEKTPOMArHUTHBIX M3IYYeHHUH OT anmaparypsl,

JIMHUU CBSI3H, CETEN DJICKTPONMUTAHUA U T. 1.
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Knaccrbriauma yrpos: MHbopMauoHHoR Gez0onacHocTH
I
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Pucynok 5 — Knaccudukanus yrpo3 unhpopmMamoHHONH 0€300aCHOCTH

HonuTnka 0€30MaCHOCTH — 3TO KOMIUIEKC MNPEAYyNpPEIUTEIbHBIX MEp IO
obOecrnieueHut0 UHGOPMAIMOHHON O€30MIaCHOCTH OPTaHU3AIINH.

AJMUHUCTPAaTUBHBI ~ ypOBEHb  SIBJISIETCA  NPOMEKYTOYHBIM  MEXKIY
3aKOHOAATEIbHO-TIPABOBBIM u IPOTrPAMMHO-TEXHUYECKUM YPOBHSIMH
dbopmupoBaHus pexkrMa HHPOPMAITMOHHON 0€30MaCHOCTU. 3aKOHBI M CTAHJAPTHI B
obnmactu  uH(QOpPMAIMOHHONW O€30MACHOCTH  SBISIIOTCA  JIMIIbL  OTHPABHBIM
HOpPMATUBHBIM  0a3ucoM  HMHPOpMALMOHHON  Oe3zomacHOoCcTH.  OCHOBOU
MPAKTUYECKOTO TOCTPOCHHSI KOMILIEKCHOW CHCTEMBbI O€30MaCHOCTH SIBIISIETCS
aJIMUHUCTPATUBHBIA YPOBEHb, OMPECIAIONIMN TJIaBHBIE HampaBieHUs paboT 1o
3ammuTe MHOOPMAIIMOHHBIX CUCTEM.

3amauelt aIMUHUCTPATUBHOTO YPOBHSI SBIISIETCS pa3paboTKa M peanu3aius
MPAaKTUYECKUX  MEPOIPHUATHM TI0 CO3JaHUI0 CHUCTeMbl HMHGOPMAIMOHHON
0€30MacHOCTH, YYHUTHIBAIOIICH OCOOECHHOCTHU 3alUIaeMbIX HHOOPMAIIMOHHBIX
CUCTEM.

Kpome 3tOoro, uro HeManoBa)KHO, UMEHHO Ha aJIMUHUCTPATUBHOM YPOBHE
OTIPEICISIIOTC MEXAaHU3Mbl 3aIllUThI, KOTOPHIE COCTABIISIIOT TPETUH YPOBEHD

MH(OPMAIMOHHON O€30MaCHOCTH — MPOTPAMMHO-TEXHUYECKUH.
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Llenpt0 aIMUHUCTPATUBHOTO YPOBHSI SIBIIACTCS pPa3pabOTKa MPOTPaMMBbI
paboT B 06sact MHPOPMAITMOHHOM 0€30MaCHOCTH U 00eCTIeUeHNE €€ BBITIOTHEHUS
B KOHKPETHBIX YCIOBUSIX (PYHKITMOHUPOBAHUS WHPOPMAITMOHHON CHCTEMBI.

COI[Cp)KaHHeM AIMUHUCTPATUBHOI'O  YPOBHA  ABJLIIOTCA  CIICAYIOINUC

MEPOTIPUSATHS
1. Pa3zpaboTka nmonmuTrku 0€30MacHOCTH.
2. [TpoBeneHmne aHaIm3a yrpo3 U pacdeTa prUCKOB.

Pa3paboTka monuTvku 0€30MaCHOCTH BEAETCS Il KOHKPETHBIX YCIOBHMA
byHKUHOHUpOBaHUST MHGOPMAIIMOHHON cucTembl. Kak mpaBuiio, pedb HAET O
MOJIUTHKE OE30MaCHOCTH OpraHM3aINH, MPEANPHUATHS WIH yueOHoro 3aBeaeHus. C
Y4ETOM 3TOTO PACCMOTPHUM CIIEAYIOIIEE ONPeIeTICHIE MOTUTUKH 0€30aCHOCTH.

IMosmTHKa 6€30aCHOCTH — 3TO KOMIUIEKC MPEAYNPEIUTENbHBIX MEp IO
obecrieueHU0 HUHPOpMAIMOHHON  Oe3omacHOCTH  opraHuzanuu. [loauTuka
0e30MacHOCTH BKJIIOYAET MpaBHiia, MPOUEAYPbl U PYKOBOMASIINE TMPUHIUIBI B
oOmactu 0€30MacHOCTH, KOTOPBIMH PYKOBOJACTBYETCSI OpraHu3alus B CBOEH
nestenbHOCTH. Kpome 3Toro, monuTHKa O€30MacHOCTH BKIIOYaeT B cels
TpeOOBaHMs B aJpec CYOBEKTOB WH(MOPMAIIMOHHBIX OTHOIICHWM, TPH ITOM B
MOJMUTHUKE  O€30MacHOCTH  W3Jaraercs  NOJUTHKAa  poyied  CyOBEKTOB
UH(OPMAITMOHHBIX OTHOIICHHM.

OcHOBHBIEC HaMpaBIICHUS Pa3pabOTKH MOJUTUKHN 0€30MMaCHOCTH:

. onpenesieHne o0beMa U TpeOyeMOTo YPOBHS 3allIUThI JAHHBIX;

. OTIpeJICIICHHE POJIei CyObeKTOB HH(POPMAIIMOHHBIX OTHOIIICHUH.

[Ipu onucanum 00JaCTH  TNPUMEHEHUS]  TIOJUTUKH  OE30MacHOCTU
NEPEUUCIISIOTCS.  KOMIIOHEHTHI ~ aBTOMAaTHU3WPOBAHHON CHCTEMBI  00pabOTKH,
XpaHEeHUs U nepeaayr nHPOopMaIuy, oAJISKAIIUe 3alIuTe.

B cocraB aBTOMaTtM3upoBaHHOW WH(DOPMAIIMOHHOW CHCTEMBI BXOJISAT

cIeaAyromue KOMIIOHCHTHI:
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. annapaTHble CpeacTBa — KOMIBIOTEPbl M HMX COCTABHBIE 4YacTH
(mpo1iieccopbl, MOHUTOPHI, TEPMUHAIBI, IEPUPEPURHBIE YCTPOUCTBA — AUCKOBOJBI,
IPUHTEPBI, KOHTPOJUJIEPHI), KaOeu, JINHUU CBSI3U U T. 11.;

. NporpaMMHoe o0ecnedyeHMe — [PUOOPETEHHBIE IPOrPAMMBI,
UCXOJHbIE, OOBEKTHBIC, 3arpy304HbIC MOMAYJIH, OIEPAIMOHHBIE CHUCTEMBI H
CUCTEMHBIE TPOrpaMMbl (KOMIIWISATOPBI, KOMIOHOBLIMKHA W Jp.), YTUJIMTHI,
JUArHOCTUYECKHE ITPOTPAMMBI U T. 11.;

. JaHHbIe — XpaHUMbIE BPEMEHHO M IIOCTOSIHHO, HAa MAarHUTHBIX
HOCHTEJISAX, IIEYATHBIE, APXUBBI, CACTEMHBIC KYPHAJIbI U T. 1.;

. MepCcoOHaJ — 00CITY>KMBAIOLMI IEPCOHAI U TIOJIb30BATEIIH.

Lenu, 3agaud, KpUTEpPHUH OLEHKH HWH(DOPMAIMOHHOW OE€301MaCHOCTH
OINpeNeNsAoTCs (PYHKIMOHAIBHBIM Ha3HaueHHeM opranuzanuu. Hampumep, s
pPEKUMHBIX  OpraHu3aldidi Ha  TEPBOE  MECTO  CTaBUTCA  COOJIIOJIEHUE
KOHQUACHIMATBHOCTU. JIJ1s1 CepBUCHBIX HMH(POPMAIMOHHBIX CIYKO peasbHOro
BPEMEHU BaXXHbIM ABJISIETCS OOECHEYEeHHE JOCTYIMHOCTH mojcucteM. Jlms
WHOOPMAIIMOHHBIX ~ XPAaHWUJUL] AKTyaJdbHbIM MOXET ObITh oOecreyeHue
LEJIOCTHOCTH JIAHHBIX U T. 1.

[Tonutrika G€30MaCHOCTH 3aTparuBaeT BCeX CYOBEKTOB MH(OPMAIIMOHHBIX
OTHOIIEHWH B OpraHU3alUd, I[OATOMY Ha 3Tane pa3padOTKH MOJIUTHUKH
0€30MacHOCTH OYEeHb BaXXKHO Pa3rpaHUYMTh UX IpaBa U 00A3aHHOCTH, CBSI3aHHbIE C
UX HEMOCPEACTBEHHOM J1€ATENbHOCTBIO.

C Toukm 3peHHs oOecmeueHHs HMHQPOPMAITMOHHOW  OE30MacHOCTH
pasrpaHuveHue mpaB U O00A3aHHOCTEH 1e1eco00pa3HO MPOBECTH MO CIEAYIOLIUM

rpynnam (poisim):

. CHEIUAIKCT 110 WH(OOPMAITMOHHON O€30MaCHOCTH;

. BIIajiesel] nHpopmanmy;

. MOCTABIINKY alMapaTHOTO ¥ MPOTPAMMHOTO 00€CTICUeHNS;
. MEHEJKED OT/CIa;

. OIIepaTophI;
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. ayJAUTOPBHI.

B 3aBucMMOCTHM OT pa3MepoB OpraHu3alliH, CTENEHH pPa3BUTOCTU €€
UH(POPMAIIMOHHONW CHUCTEMBI, HEKOTOPbIE W3 TEPEYUCICHHBIX pOJIEH MOTYT
OTCYTCTBOBAaTh BOOOIIE, a HEKOTOPbIE MOTYT COBMEIIATHCS OJHUM U TEM XKe
(U3UYECKUM JIULIOM.

Coenmnanucr mo MHPOPMANMOHHON 0e30MACHOCTH (HAYaJIbHUK CIYXKObI
0€30macHOCTH, aJMUHUCTPATOp MO OE30HMacHOCTH) HUIpaeT OCHOBHYIO pPOJb B
pa3paboTKe U COOMIOACHUN MOTUTHKU 0e30macHOCTH npeAnpusatusi. OH IpOBOAUT
pacder U mepepacyeT PUCKOB, BBIABISET YS3BUMOCTH CHUCTEMbI 0€30IaCHOCTH IO
BCEM HarmpaBJICHUSIM (aIMapaTHbIe CPEACTBA, TPOrPaMMHOE 00ECTICYeHHE U T. 1I.).

Baanesen wuHdopManmmum — JIMIO, HEMOCPEJACTBEHHO  BIIAJCIOILEE
uHpopMalment u padortatomiee ¢ Heil. B OobLIIMHCTBE Cilydae MMEHHO BIajelier]
uHGOPMAIIUU MOXKET OIMPEETUTh €€ IEHHOCTh U KOHPHUACHINATHHOCTb.

IMocTaBmMKM anmapaTHOro M NPOrPaMMHOI0 ofecnedyeHUss OOBIYHO
SBISIOTCSA ~ CTOPOHHUMH  JIMIIAMH, KOTOpPbIE HECYT OTBETCTBEHHOCTHh 3a
noJiepKaHue  JOJDKHOTO — YpOBHS — WMHGOpMalnMOHHOW  0€30MacHOCTH B
MOCTaBJISIEMBIX UM MPOJTYKTaX.

AIMHHHMCTpPAaTOp CceTH — JIMIO, 3aHUMaroleecss obecredyeHuem
(GYHKIIMOHUPOBaHUA HWH(OPMALIMOHHOW CETH OpraHu3alud, MOoJAepKaHHEM
CETEBBIX CEpPBHUCOB, pa3TpaHUUYECHUEM IIpaB JOCTyNla K pecypcaM CeTH Ha
OCHOBAHUHU COOTBETCTBYIOIIEH MOJUTHKU 0€30MaCHOCTH.

MeHemkep otraena  SBISETCS  MPOMEXKYTOYHBIM — 3BEHOM — MEXKIY
oIepaTopamMH U CHEeHaTucTaMu 1o nHpopMaloHHoi 6ezomacHocTu. Ero 3amaua
— CBOEBPEMEHHO M KaueCTBEHHO MHCTPYKTHUPOBATH MOJAYMHEHHBIA €My MEepCcOoHaI
000 Bcex TpeOOBaHUIX CIIyKObl 6€30MaCHOCTH U CIEAUTH 32 UX BBINOJIHEHUEM Ha
pabounx mectax. MeHeKephbl JOKHBI JOBOAHUTH 0 MOJIIYMHEHHBIX BCE ACTICKTHI

ITOJINTHUKHU 6630HaCHOCTI/I, KOTOPBIC HEITOCPCACTBCHHO MX KAaCarOTCA.

23



Oneparopsl 00pabaTbIBalOT UH(POPMALIMIO, TOITOMY JOJKHBI 3HATh KJIacc
KOH(QUACHIIMATFHOCTH UH(pOpMAIMK U Kako# yiiepd OyaeT HaHeceH OpraHu3aluu
IIPU €€ PACKPBITUN.

AyIMTOpBI — BHEIIHUE CHEHHMATUCTBl MO OE30MaCHOCTH, HaHUMAaeMble
OpraHu3alyen s NepuoanYECcKO MpoBepku HYyHKIIMOHUPOBAHUS BCEH CHCTEMBI

0e30macHOCTH OpraHu3aluu.
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IIpakTHueckas padora Ne2
HopmaTuBHBIe 0CHOBbI HH(POPMALMOHHOM 0€30I1aCHOCTH
Heab padoThl: 3HAKOMCTBO C OCHOBHBIMH HAIlpaBJICHUSMU PabOT B pamKax
dbenepanbHOM TporpaMMmbl «NEeKTpoHHas Poccus», a Takke CO CBEIECHUSIMH O
MOPSJIKE UCIOJIB30BAHMS U IEHCTBYIOIIUX aIropuT™Max noctanoBku DLIT.
Xoa padoThI:
1. [ToAroTOBUTH KpaTKOE COOOIICHHE U TECTOBBIE BOPOCHI HA TEMBI:

1. Konuenuuu HHPOPMaIIMOHHOTO 00IECTBA

2.  Konuenmus nHOpManMOHHOTO OOLIECTBa B €BPOIEHCKON KYJIbTYype
(oO11ecTBO 3HAHUI)

3. TocymapctBennas mnporpamma «HHpopManmuOHHOE OOMIECTBO» —
(rocymapctBenHast mporpamma Poccuiickoit ®eneparuu, paspaboTaHHas IS
CO3/IaHUSA LEJIOCTHOU 151 ¢ pexTuBHOM CHUCTEMBI HCII0JIb30BaHUSA
MH(POPMAILIMOHHBIX TEXHOJOTHM, MPU KOTOPOH TpaxkJaHE MOJy4daroT MaKCUMyM
Bbiroa.) Ilpundara pacnopsbxkenuem IlpaButensctBa Poccun Nel815-p ot 20
okTs10pst 2010 ropa.

4. HoBele MexaHW3Mbl BIAaCTH B HWHGOPMAIIMOHHOM  OOIIECTBE
(xonuenuuu M.®yxko, O.Toddnepa, Jl.bemna).

5. DIEeKTpOHHOE MPABUTENBCTBO: MEXAYHAPOAHBIA OINBIT U MOJAEIU
peanuzanuu B Poccun.

6. Bcemupnsiii Cammut no uadopmanronnomy obimiectsy (2003, 2005).
Nunexc OOH roToBHOCTH CTpaH K 3JIEKTPOHHOMY MTPABUTENILCTRY.

7. Konuenmus npasutenbcTBeHHOUN pedopmbl B CHIA.

2. PaccmoTpeTh U poaHaIu3upoBaTh JOKYMEHTHI:

1. TIlocranoBnenue IIpaBurensctBa P® ot sauBaps 2002 r. N 65 «O
dbenepanpHOl 11eneBOM Mporpamme «aekTponHast Poccus» (2002-2010 roasi)»

2. TlocranoBnenue I[IpaButensctBa P® ot 10 centsiops 2009 r.N 721 «O
BHECEHUU U3MEHEHUN B (enepanbHyl0 LENEeBYI0 MNpOrpaMmy «IJIEKTpOHHAs

Poccust (2002 - 2010 roasn)»
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3. IlocranoBnenne IlpaButensctBa P® ot 15.08.2006 N 502 «O
BHeceHuu n3menennit B OLIT «2nekrponnas Poccus» (2002-2010 roaer)”

4. Pacnopspokenue [IpaBurensctBa PO Ne 1024-p ot 17 urons 2006 roga
(Konuemnmus pernoHanibHOM aBTomMaTtuzaiuu 10 2010 roaa)

5. Pacnopsxenue IIpaButensctBa PO Ne 1244-p ot 27 centsa6ps 2004
roga (Konuenuwust  ucnonb3oBaHust  HMHMOPMAIMOHHBIX ~ TEXHOJOTHMH B
NesATeIbHOCTH (PeiepaibHbIX OpraHOB rocynapcTBeHHo Biaactu 10 2010 ronxa)

6. Pacnopsokenue IlpaButensctBa PD Nel555p ot 17.10.2009 “Ilnan
Nepexo/la Ha NPEAOCTABICHUE TOCYHApCTBEHHBIX YCIYT W HUCIOJHEHUE
rOCYJIapCTBEHHBIX (PYHKIUIA B SJIEKTPOHHOM BHJE (eaepabHBIMU OpraHaMu
VCTIOJIHUTEIbHOW BIACTH

7. Crparerus pazsutus uHpopmarmoHHoro ooémectBa B Poccuiickoi
Oenepanuu (Y1BepxkaeHa [Ipesunentom Poccuiickoit @enepanun B.IlytuabsivM 7
derpainst 2008 ., Ne [1p-212)

Kpurepuu ouenku

Omnenka

OTanyHO Tema packpbiTa TOJHOCTHIO, BBIHECEHBI OCHOBHBIE
0COOCHHOCTH M aCIIEKThl HOPMATUBHBIX TJOKYMEHTOB

Xopotiio [Ipu aHanu3e MCTOYHUKOB M HOPMATHUBHBIX JOKYMEHTOB

AOITYIICHBI HCTOYHOCTH, HC BCC ACIICKThI PACKPBITHL

Y 1OBIETBOPUTEIBLHO Tema packpbiTa HE B TMOJTHOM OOBEME, JOMYIICHBI

HCTOYHOCTHU

HCy,Z[OBJIeTBOpI/ITCJ'IBHO 3aI[aHI/IC BBIIIOJIHCHO, HO JOIYIICHBI CYIICCTBCHHLIC

OIIINOKH.
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IMpakTnueckasi padora Ne3
CereBasi 0e30MacCHOCTH
Heab paborsl: [IpumMeHeHne HaBBIKOB paOOTBHI C CETEBBIMH IPOTOKOIAMH IS
OIIPEIENICHNS Pa3peIIAOIINX IPABWII U aIMUHUCTPUPOBAHUSI CETH.

Xox padoThI:

1. OmnwuiunTe HaCTPOMKHU MexceTeBoro 3kpana Windows Server
2. Onpenenure HOBBIE pa3pelIaoIUe IPABUIIA
3. 3anperute otnpaBky ICMP-nakeToB Ha 0auH U3 y3IJI0B

YKka3zaHusi 1O COCTABJIEHHUI0O OT4YeTa: OTYET JOJDKEH COJAEp)KaTh Ha3BaHHE
paboThI, 11eJIb PabOTHI, OTYYEHHBIE PE3YIbTATHI.

Kpurepuu ouenkn

Onenka
OT1nnyHO 3ajaHue BHITIOJIHEHO 0€3 CYIIECTBEHHBIX OINO0K
Xoporio 3aaHie BBIMIOJIHEHO, HO JOMYIIEHA OJHA CYIIECTBEHHAs

omuOKa, WCIpaBIE€HHAs CTYACHTOM TMpU yKa3aHUHU

IpernoaaBaTesis Ha OITHOKY

Y 1OBIETBOPUTEIBHO 3aaHie BBITIOJHEHO C HAJIMYHUEM OJHOM CYIIECTBEHHOM

OIIHUOKH, UCTIPABIEHHOM C MOMOIIBIO TPETOogaBaTes

HeynosnerBoputenbHo | 3a1aHe BBIMOJHEHO, HO JOMYIIEHO JIBE€ WM OoJjiee

CYIIIECTBEHHBIX OIIHNOOK.
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Pa3znen 3. IlporpaMMHO-TeXHUYECKHE METO/IbI 3AIUTHI

Ha mnpaktuke Mepbl 3amuThl WHGOPMALKMU BBLACTSIOT OTHOCUTEIBHO

cnocoboB 3amuThl (pucyHOK 6). CmocoObl 3ammThl HHPOPMAIMH — 3TO

COBOKYIIHOCTb IIPpUCMOB U CpPCACTB, 06GCH€‘II/IB8,I-OHII/IX KOH(bHI[CHHI/IaJIBHOCTB,

LEJIOCTHOCTh, MOJHOTY M JOCTYNHOCTh HWH(GOpMaluu, W TMPOTHBOJCHCTBHE

BHYTPCHHHM N BHCIIHHUM YI'DO3aM. BI)II[GJI}IIOT CICOYHOIINC CITOCOOBI.

[IpensiTcTBUE - CO3/]aHUE HA ITYTH YIPO3bI MPErPajIbl, MPEOI0JICHUE KOTOPOil
COMpPSKEHO C BO3HUKHOBEHUEM CIIOKHOCTEH JUIsl 3JI0YMBIIUICHHUKA WM
JeCTa0MIIU3UPYIOIIEro GakTopa.

VYhpapieHue - OKa3aHUWE YIPABIAIONIMX BO3JCUCTBUM Ha 3JIEMEHTHI
3aIIMIIAEMON CUCTEMBI.

MackupoBKa - AEMCTBUS HaJ 3alMIIAEMON CHCTEeMOW WM MH(OpManuen,
OpPUBOMASIINE K TaKOMy HX MpeoOpa3oBaHUIO, KOTOpOE JelaeT HuxX
HEJOCTYIIHBIMU U1l 370yMbllieHHUKa. (Croma MOXHO, B YacCTHOCTH,
OTHECTH KpUNITOTpapUUeCKrEe METOIbI 3AIMTHI ).

PernmamenTamust - pa3paboTka W peaiu3arisi KOMIUIEKCAa MEPOIPUSTHH,
CO3JAIOUIMX TaKUE YCIOBUSA  00pabOTKM  WH(MOpMAIUH, KOTOpHIE
CYLIECTBEHHO 3aTPyAHSIOT pealu3alyi0 aTaKk 3JI0YMBIIUICHHUKA WM
BO3JICUCTBUSI IPYTUX N€CTAOUIM3UPYIOMINX (DAKTOPOB.

[IpuHy>XneHue - METOJ 3aKIYaeTCsl B CO3JaHUU YCIOBUN, IPU KOTOPBIX
MOJIb30BATEIM M TEPCOHAN BBIHYXKJIEHBI COOJIO/IaTh YCIOBHUS 00pabOTKH
uH(pOpMAaIUU TIOJT YIPO30H OTBETCTBEHHOCTH (MaTEpHAIIbLHOW, YTOJIOBHOM,
aIMUHUCTPATUBHOMN)

[ToOyxneHne - METOa 3aKIHOYaeTCs B CO3JaHUM YCJIOBHM, MPH KOTOPHIX
MOJIB30BATENIM U TEPCOHAT COONIOAAIOT yCIIOBUS 00paboTku mHpOpMaIuu
10 MOPAJIbHO-3TUYECKUM U MICUXOJIOTHUECKUM COOOPAKEHUSM.

Cpenu cpelncTB 3alllUThl  BBIIETSAIOT (opMalibHble U HedopMaabHbIE

cpenctBa 3amuThl. K QopMambHBIM OTHOCSTCS TEXHMYECKHE W TMPOTPaMMHBIC

cpeacrna. dusznyeckue cpeacTBa - MECXaHHNYCCKUC, QJICKTPHUYCCKHUC,
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3JIEKTPOMEXAHUYECKUE, DJICKTPOHHBIC, JJIEKTPOHHO-MEXAaHUYECKME M T. II.
yCTPOMCTBA U CHUCTEMBI, KOTOpbIe (YHKIIMOHUPYIOT aBTOHOMHO, CO3/aBas
pPa3IMYHOTO pOJAa TMPEMATCTBHS Ha MYTH JeCTaOMIM3UPYIOUINX (HaKTOPOB.
ArnmapaTHele CpeJCTBA - Pa3JIMYHbIC dJIEKTPOHHBIEC U DJIEKTPOHHO-MEXaHUYECKUE U
T.I. YCTPOWCTBA, CXEMHO BCTPaWBaeMbIE B ammapaTypy CHCTEMbI 00pabOTKU
JAHHBIX WJIM CONpAraeMble C HEM CHeNUanbHO JUIS PEIICHHs 3a7ad 3alluThl
uHpopManuu. [IporpaMmHble cpeacTBa - CHEUUAIBHBIE MAKEThl MPOrpaMM HWIN
OTJIebHBIE MPOTPAMMBI, BKIIIOUa€MbI€ B COCTaB IMPOTPAMMHOTO OOECIIeueHUs C

LCJIBIO PCIICHUA 3a1a4 3alllUThI I/IH(l)OpMaHI/IH.

| dopmanbHble
| ——— !
||
TexHuueckne |
|
AnnapartHblie | | =
=0
| | @
=
| (=l
8
[MporpammHeie | Fr
e 2
S — s
e
OpraHW3aUmMoHHble | | o
R
| &
_ | 3akonoparenewsie | || O
|
|

|
_ | ™| Monxonomsieckve | |

| HedopmaneHble |

Pucynok 6 — CriocoObl U cpeicTBa 3alUThl HHPOpMAITUU
Hedopmansabie cpeacTBa 3amuThl  OCHOBAaHBI Ha  perVIaMEHTAIIHH,
noOyXJIEHUU W TPUHYKICHHH — OpPTaHW3aIl[MOHHBIC, 3aKOHOJATEIbHBIE U

MICUXOJIOTHYECKHE  cpeiacTBa  3ammThl.  OpraHu3aliMoOHHBIE  CpEACTBa -
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OpraHU3alMOHHO-TEXHUYECKUE MEPONIPUITHS, CIIEIUATIBHO MPEyCMaTpUBaeMbI€ B
TEXHOJOTHH (PYHKIIMOHUPOBAHUSI CHUCTEMBI C LIETBI0 PEIICHUS 3a7ad 3alluThl
uHbopMaluu. 3aKOHOJATENbHBIE CPEACTBA - HOPMATUBHO-TIPABOBBIE aKThHI, C
MOMOIIbI0  KOTOPBIX PErVIAMEHTUPYIOTCA TMpaBa M OOS3aHHOCTH, a TaKXKe
YCTaHABIMBAETCA OTBETCTBEHHOCTh BCEX JIMI W NOJApa3JeiICHU, HMEIOIINX
OTHOUIEHUE K (PYHKIIMOHUPOBAHMIO CHCTEMBI, 32 HapylleHUE MpaBuil 00pabOTKH
uH(poOpMaIuK, CIEACTBUEM YETr0 MOXKET OBbITh HapylleHHWE €€ 3alIUIICHHOCTH.
[Icuxomornueckue (MOpaIbHO-3TUYECKHE CPEJICTBA) - CIOKUBUIMECS B OOIIECTBE
WIM JAaHHOM KOJUIEKTHUBE MOpPAJbHBIE HOPMBI MJIM JTHYECKHUE IpaBHIIA,
COOJII0JIEHNE KOTOPBIX CHOCOOCTBYET 3alluTe WH(OpMalUU, a HapylICHHUE HuX
NPUPABHUBAETCA K HECOOJIOJEHNIO TPAaBWI TMOBEICHUS B OOILIECTBE WU
KOJUIEKTHUBE.

PaccmoTpum dopmanbHbie cpeacTBa 3amuThl nHPopmaruu. K puznueckum
CPEICTBAM 3allUTBl OTHOCSTCS 3KPAHMPOBAHWE TOMEIIECHHWW JUIA 3alUThl OT
U3JIy4EeHHs, TPOBEpKA TOCTABISIEMOM ammaparypbl Ha COOTBETCTBHE €€
cnequuUKaUsIM MU OTCYTCTBHE allapaTHBIX ‘YKYy4KOB”, CpEICTBa Hapy HOTO
HaOJIIOJICHHS, YCTPOWMCTBA, OJOKUpYIONMe (U3UYECKUA AOCTYIl K OTIASIbHBIM
0JIOKaM KOMIBIOTEPA, pa3IMYHbIE 3aMKH U JIpyroe o0OpyJ0oBaHUE, 3aLIUIIAOIIIE
NOMEIIEHUs, T/J€ HaXOAATCS HOCUTENU HHPOpPMAIMK, OT HE3aKOHHOTO
IIPOHUKHOBEHUS U T.JI.

Texnuueckue cpeacTtsa WHOOPMAIMOHHONW 0€30MaCHOCTH PEeaTU3yHTCs
OpOrpaMMHBIM U alnapaTHbIM 00eCreYeHHEeM BBIYUCIUTENbHBIX ceTeil. Takue
CpEJIICTBA, HA3bIBAEMbIE TAKXKE CIIYOaMu CeTeBOUM 0€30MacCHOCTH, pelaloT caMble
pa3HOOOpa3Hble 3aJayd IO 3alUTE€ CUCTEMBbI, HAIpUMEpP KOHTPOJIb JIOCTYIA,
BKJIFOYAIOLTUI POLEAYPbl ayTeHTU(PUKAIIMY 1 aBTOPU3ALIMH, ayIUT, IIH(PpPOBaHUE
uH(pOpMaIMU, aHTUBUPYCHYIO 3alIUTy, KOHTPOJb CETEBOr0 rpauka U MHOTO
Ipyrux 3amad. TexHuyeckue cpeacTBa O€30MaCHOCTH MOTYT ObITh,  JHOO
BCTPOEHBI B MPOrpaMMHOE (ONEpPAlMOHHBIE CUCTEMBI W NPUIOXKEHUS) U

anmnapaTtHoe (KOMIbIOTEPhl U1 KOMMYHHUKAIIMOHHOE O00OpYyIOBaHME) oOecreyeHue
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CeTH, JIM0O pearan30BaHbl B BUAE OTACIbHBIX MPOAYKTOB, CO3/IAHHBIX CIEUHUATBHO
JUIg perieHust mpodiem OezonacHocTu. Ha pucynke 7 mpuBefeHa kiaccupuKanus

HHXCHCPHO-TCXHUYICCKUX CPCACTB 3alIUThI I/IH(l)OpMaI_[I/II/I.

UHKeHepHOo-
TeXHWYecKan 3almTa
MHdopMaLmm

Helitpanusauus
UCTOYHMKOB OMACHbIX
cuUrHanos

®dusnyeckas 3awmra

MpocTpaHcTBEHHOE JHepreTuyeckoe
CTPYKTYpHOE CKpbITHe BpemeHHOe cKpbiThe

=d VIHXEHepHasa 3awmTa
CKpbITUe CKpbITHe

TexHuyeckan oxpaHa YmeHblueHne aHeprumn

MackupoBska
HocuTena

obbekTa

aad  [l€3UHOODMUPOBaHME

3awymneHune

Pucynoxk 7 — Kimaccudukanus cpeacTB MHXCHEPHO-TEXHHUCCKOU 3aIIUTHI
uHdopmauu
K rpynne «ckpeiTe» OTHOCSTCS:
* TITACCUBHOE CKPBITHE — 3aKJII0YAeTCs] B MCKIIOYEHUH WM 3HAYUTEIHHOM
3aTpyIHEHUN O0OHApPYKEeHUS 00BEKTOB;

AKTUBHOE CKPBITHE — B CO3/IaHUM TEXHHYECKHUM CPEACTBAM Da3BEIKU
MAaCKUPYIOUIMX IITYMOBBIX MMOMEX Pa3IMYHON (PU3NUECKON TPUPOJbI U JIOKHOU
00CTaHOBKH MO (PU3MUECKUM TOJISIM;

© CHeuuaibHas 3alluTa — 3aKJII0YaeTcs B CKpeMOJIMpOBaHHE Telie(OHHBIX
NEPErOBOPOB, KOAWPOBaHHWE LU(DPPOBONM HHPOpPMAIMH KPUNTOrpadhUuIECKUMHU
METOJIaMU, POTrPaMMHbBIE METOIbI MOAU(UKAIIMY HHDOPMALIUH.

K rpynne «ae3nndopmupoBanue» OTHOCSTCS:

* TeXHUYECKast 1e3uHpopmanus;

* UMUTAIUS;

* JICTCHAUPOBAHHC.
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[Tpu pa3paboTke MHKEHEPHO-TEXHUYECKUX CPEACTB 3aIIUThl WHPOPMAIIUU
TpeOyeTcs BBIICTICHUE 30H HAXOXKACHUS HOCUTENeH uHOpManuu s ydera
TPACKTOPHH JIBFDKCHHSI 3JIOYMBINIJICHHUKA W BPEMEHH TPOHUKHOBEHHS K
UCTOYHUKY uWH(MopManuu. Paznwuaiorcs HeE3aBUCHMBIC, TIEpeceKaroImecs |
BJIOKEHHBIE 30HbI (PUCYHOK 8).

a) HeaapHcuMuIe 30HE £) Hepecerrrouruecs 30HET

Joma 1

Jona 2

JIpxenne i
AMOYMHEIILTCHITHEA

8) BnoxeHHRIe J0HR

Fl
-
JERKCHIE 310yMBI OUTSHHAKA

Pucynox 8 — 3oHupoBaHNE TEPPUTOPUH JIJIsI OPTaHU3ANUN (DUIUIECKOM
3aILNATHI
K annapatHbiM cpencTBam 3aluThl HHPOPMALIUA OTHOCSITCS JIEKTPOHHBIE U
AIIEKTPOHHO-MEXAHUYECKUE YCTPOWCTBA, BKJIKOYAEMBIE B COCTaB TEXHUYECKHX
cpeactB KC u BhImoJsHsAmONME (CaMOCTOATEIBHO WJIM B €IMHOM KOMILIEKCE C
IPOTPaMMHBIMU CpelCTBaMM) HEKOTOPBIE byHKIMH oOecrieueHus
uHbopMallmoHHON  Oe3omacHocTH. KpuTepueM OTHECEHHS YCTPOMCTBA K

arnmapaTtHbiM, a HC HHXCHCPHO-TCXHHYCCKHM CpEACTBAM 3alllUTLBI SABJIIACTCA
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UMEHHO 00s3aTe/IbHOE BKJIKOYEHHUE alNapaTHBIX CPEJCTB B COCTaB TEXHUYECKHUX
cpenct KC. [Ipumeps! anmapaTHbIX CPeICTB 3alIUTHl HHPOPMAIUH:

* yCTpoOWCTBa /Ui XpaHeHHs HHPOpPMAINK, HICHTUPUIUPYIONICH U
ayTeHTU(UIUPYIOUIEH M0Jb30BaTeNsl KOMIIBIOTEPHONW CHUCTEMBI (CMapT-KapTshl,
anekTpoHHble [1IB-ki1roun; renepaTopbl 0JHOPa30BbIX NAPOJIEH U T. 11.);

* YCTPOMCTBA AJI1 BBOJA MAECHTU(UIMPYIOLIEH NOJIb30BaTeNsd UHPOpMaLUU
(MAarHUTHBIX U IJIACTUKOBBIX KapT, OTIEYATKOB MaJbIEB U T. 11.);

* YCTpOWCTBA [l IU(PPOBAHUS HHPOPMALIHH;

* YCTpPOWCTBAa JUIsl  BOCHPEIATCTBOBAHUS  HECAaHKIHOHUPOBAHHOMY
BKJIFOUEHUIO pa00YMX CTAHUIUN U CEPBEPOB (AIEKTPOHHBIE 3aMKH U OJIOKUPATOPHI);

* YCTpPOICTBA YHHMYTOXEHUS HWH(POpMAlMKM HAa MAarHUTHBIX W HWHBIX
HOCHUTEJISIX;

* YCTPOMCTBA CUTHAJIU3ALMH O MOMbBITKAX HECAHKIIMOHUPOBAHHBIX ACHCTBUI
noabs3oBareneit KC u np.

[log mnporpaMMHBIMU CpPEICTBAMM 3allUTHl HH(POPMALMUHU MOHUMAIOT
cHeluaibHble MPOrpaMMBbl, BKJIIOYa€Mbl€ B COCTaB MPOrPaMMHOTO OOeCHedeHHUs
KC wuckiouynTenbHO Il BBITIOJIHEHMSI  3alUTHBIX — QyHKiui. [Ipumeps
MPOTrPaMMHBIX CPEICTB 3alIUThI MHYOpPMALUK:

* IpOrpaMMbl UAEHTU(UKAMU U ayTeHTUuKauuu noiaszoBatenei KC;

* IPOTpaMMBbI pa3rpaHUYEHUs JOCTyIa NoJib3oBarTesen K pecypcam KC;

* MporpaMMbl MKUPPOBAHUS UHPOPMALIHH;

* MpOorpaMMbl 3alIMTHl HH(POPMAIMOHHBIX PECYpPCOB (CHUCTEMHOTO H
MPUKJIAJAHOTO IPOrpaMMHOTro oOecrieueHus, 0a3 JaHHBIX, KOMITIBIOTEPHBIX CPE/ICTB
OOy4eHHs] U T. 1.) OT HECAHKIMOHHUPOBAHHOIO HM3MEHEHHsI, UCIOJIb30BAaHUS U
KOIIMPOBAaHMUS;

* MporpaMMbl YHMUYTOXXEHHS OCTaTOyHOM wuHpopmamuu (B Os0oKax

OTIEpaTUBHOM MaMATH, BPEMEHHBIX (pailyiax u T. I1.);
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* mporpamMmbl ayauTa (BEAEHUS PETUCTPALMOHHBIX >KYPHAJIOB) COOBITHIA,
cBsA3aHHBIX ¢ Oe3omacHocThio KC, st oOecrieyeHus: BO3MOKHOCTH BOCCTAHOBHTD
U JI0Ka3aTh (PaKT MPOUCIIECTBUS ITUX COOBITHH;

* [pPOrpaMMbl MMHTALMU pabOThl C HapylIUTEIEM (OTBJICYEHMSI €ro Ha
NOJTy4eHHUe sIKOObI KOHPHICHIIUATBHON HHPOPMAITIH);

* IPOrpaMMBbl TECTOBOT0 KOHTpOJIA 3auuieHHoctu KC u ap.

K npeumymiectBaM mOpOrpaMMHBIX CpPEACTB  3alllUThl  MH(pOpMaLUu
OTHOCATCH:

* IPOCTOTA TUPAKUPOBAHMS,

* TUOKOCTh (BO3MOXHOCTbh HACTPOWKHM Ha Pa3JIMYHbIE YCIOBHS MPUMEHEHHUS,
YUHUTHIBAIOIINE CIIEHUPHUKY Yrpo3 MHPOPMALMOHHON 0€30MacHOCTH KOHKPETHBIX
KC);

* MIPOCTOTAa MNPUMEHEHHS — OAHM NPOrpPaMMHBIE CPEACTBA, HAIpPHUMED,
mu@poBaHus, padOTalOT B «IPO3pauHOM» (HE3aMETHOM JJi I0JIb30BaTENs)
pexXuMe, a Ipyrue He TpeOyIOT OT MOJIb30BATENsl HUKAKUX HOBBIX (110 CPAaBHEHUIO C
JIPYTUMH TPOTpaMMaMi ) HaBBIKOB;

* IPaKTHUYECKU HEOIPAaHUYEHHbIE BO3MOXKHOCTH Pa3BUTHS ITyTEM BHECEHMS
M3MEHEHUH JJI1 y4eTa HOBBIX Yrpo3 0e30MacHOCTH MH(POpPMaLUU U UCIPABICHUS
OOHapyKEHHBIX YSI3BUMOCTEH.

K Hemocratkam mporpaMMHBIX CpPEICTB 3alllUThl MH(POpPMALMU CIEAYyeT
OTHECTH:

» cumwkenue s¢pdextuBHocT KC 3a cuer moTpeOsieHHS €€ pecypcos,
TpeOyeMbIX ISl QYHKIIMOHUPOBAHUS TIPOTPaMM 3allUTHI;

* Oojiee HU3Kas MPOM3BOJUTEIBHOCTH (MO0 CPABHEHMIO C BBITOJIHSIIOUIUMU
aHaJIOTUYHble  (YHKIMM  allapaTHbIMH  CPEACTBAMM  3alIUTHI, HAMpPHUMED,
mupoBaHus);

* BO3MOXHOCTb 3JIOYMBILIUICHHOTO HM3MEHEHHUS NPOTPaMMHBIX CpEACTB

3aIuUThI B Ipouecce skcrryaranuu KC.
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MexaHu3mbl ayTeHTUPUKALUN

MO3BOJIAIOT IPOBCPUTH MNOJJIMHHOCTD

JIMYHOCTHU YYACTHHUKA BBaHMOHeﬁCTBHﬂ 0e30IMacHBIM U HaJaCKHbIM crocoOom.

Tabnuma 1 — Mexanu3mbl ayTeHTU(UKALIMN TTOJIH30BATENS

Tun

Onucaunue

[Tapomn wmm  PIN-kozbl
(mepcoHanbHbIE
UCHTU(UKAITNOHHBIC

HOMEDPA)

YUT0-TO, UTO 3HAET MOJB30BATEND U UTO TAKIKE 3HACT APYTroun
YYaCTHUK B3aUMOJICUCTBHS.

OO0b1uHO ayTeHTU(UKAIMS TPOU3BOAUTCS B 2 JTalla.

MoxeT opraHu30BBIBaTHCS OOMEH MapOJISIMU JIJIs1 B3AMMHOMN

ayTeHTU(UKALIIH.

OnHOpa30BbIM MAPOJIIH

[Taposib, KOTOPBIN HUKOT/Ia OOJIbIIIE HE UCTIONB3YETCH.
YacTo HCHONB3yeTCs MOCTOSHHO MEHSIOUIEECs 3HAuYECHHE,

KOTOpoe 6a3upyercs Ha MOCTOSIHHOM IapoJie.

CHAP (mpoToKoI
ayTeHTUu(UKamm

3aMpoc-OTBET)

OnmHa W3 CTOPOH HWHULMUUPYET AayTeHTHU(PUKAIUIO C
MOMOIIBI0 TIOCBUIKM YHUKAJIBHOTO U HEMPEJICKa3yeMOoro
3Ha4yeHus1 '3ampoc" Apyroil CTopoHe, a Apyras CTOpOHa
MOCHIIAET BBIYMCIIEHHBIA C TOMONIBIO "3ampoca’ U cekpera
otBeT. Tak kak 00€ CTOPOHBI BIAACIOT CEKPETOM, TO MEepBas
CTOPOHA MOXET MPOBEPUTH MPABUIBHOCTh OTBETA BTOPOM

CTOPOHBI.

Bcerpeunas

(Callback)

pOBEpKA

Teneponublii 3BOHOK cepBepy H YyKa3aHWE€ HWMEHU

IIOJI30BAaTCJII MMPHUBOAUT K TOMY, HTO CCPBCP 3aTCM CaM
3BOHUT I1I0 HOMCEpPY, KOTOpBIfI YKaszaH JId 3TOro MMCHH

ITIOJB30BATCJIA B €TI0 KOH(I)I/IpraHI/IOHHI)IX JaHHBIX.
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IIpakTuuyeckas padora Ne4

Ddu3nvecKkas U MHKEHEPHO-TeXHUYECKAs 3aluTa uHGopManuu
Heab paGoThl: MOTyYEHUE HABHIKOB TUIAHUPOBAHUSA U Ppa3pabOTKU WH>KEHEPHO-
TEXHUYECKUX MEP 3allUThl HHGOPMAILIIH
Xox padoThI:

. Beimenuts yrpo3sl U YA3BUMOCTH, KOTOPBIE MOYKHO YCTPAaHUTh
bU3MYECKUMU U MTHXEHEPHO-TEXHUUECKUMU CPEJICTBAMH.

2. Tloctpouth cxemy o0ObekTa. BbIIEIUTh HCTOYHUKU 3alIUIAEMOMN
uHdopmaruu. OnpenenuTs 30HBI, KiIacCUPUIMPOBATh WX (HE3aBUCHUMBIE,
NepeceKaronmecs, BI0KECHHBIE).

3. IlocTpouTh MABWKEHHE 3JIOYMBINUIEHHHKA J0 MCTOYHUKA. Onucarb
BO3MOXHBIE  Mepbl  (PU3UYECKOW  3aIMUThl  JUIsl  YBEJIMYEHUS  BpPEMEHU
MIPOHUKHOBEHUS.

4. OnpenenuTh yrpo3bl yTEUEK MO TEXHUYECKUM, ayIHO- U BUICO- KaHAJIaM.
Onucatb  BO3MOXHBIE  MEPHl  MHXEHEPHO-TEXHUYECKOM  3alUThl A
HEUTpaIM3alyu.

5. OLleHUTh BEPOATHOCTD KaXJ0M MEPBI MPEIOTBPATUTD YS3BUMOCTD.
Yka3aHusi 1m0 COCTABJIEHMI0 OTYeTa: OTYET JOJDKEH COJIEpKATh HA3BAHUE
paboThI, 11€71b PabOTHI, OTYYECHHBIE PE3YIbTATHI.

Kpurepuu ouenku

Onenka
OT1iau4HO 3aanne BBITOJIHEHO 0€3 CYIIEeCTBEHHBIX OIMOOK
Xoporio 3agaHue BBIIOJIHEHO, HO JIOMYIIIEHA OJIHA CYLIECTBEHHAs

olIMOKa, UCIIpaBJiIeHHAas CTYJIEHTOM MPU YKa3aHUU

MpErno/iaBaTesis Ha OMUOKY

VY 10BNETBOPUTENBHO | 3aJJaHUE BBIIOJIHEHO C HATMYUEM OJHOM CYIIECTBEHHOMN

OIMOKH, UCTIPABIICHHON C MOMOIUIBIO MPETOo1aBaTes
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IIpakTuyeckas padora Neb
HccaenoBanue 3allUThI ¢ TPUMEHEHHEM MAaPOJisl, a TAKKe UCCJIeI0BaAHNE
METO/I0B NMPOTHUBOAEHCTBUA ATAKaM Ha MApPoJib

Leab padoThl: TONy4YeHHE HABBIKOB TNPUMEHEHHS UM OILICHKHM MapoJbHOM
ayTeHTHU(UKALMU TI0JIb30BaTENeH
Xoxa pabéoThi:

1. CocraBuTh OpraHU3aIlMOHHBIE M YIpPaBICHUYECKHUE TpeOOBaHUS IS
CHUCTEMBI ayTEHTU(OUKITUN

2. Onucarb HEOOXOJIUMBIE AJITOPUTMBI XPAHEHHS U OIICHKU CI0XHOCTHU
naposen

3. Onucath HEOOXOIMMBIE IPOTPAMMHEIE U allllapaTHBIE CPEICTBA
Yka3zaHusi 1O COCTABJIEHHIO OTYeTA: OTYET [OJDKEH COJAEp)KaTh Ha3BaHUE
paboThI, 11eTb PA0OTHI, TOTYYEHHbBIC PE3YIIbTATHI.

Kpurepuu ouenku

Orenka
OT1nnyHO 3afaHue BHITIOTHEHO 0€3 CYIIECTBEHHBIX OIMOOK
Xoporio 3asaHKe BBITIOJIHEHO, HO JOMYIIIEHA OJTHA CYIIIECTBEHHAs

omuOKa, UCIIpaBIeHHAs CTYJICHTOM NIPH YKa3aHUHU

IpenoaBaTess Ha OIUOKY

Y 1OBIETBOPUTEIHHO 3afaHue BHITIOTHEHO C HAJTMYMEM OJTHOW CYIIECTBEHHOMN

OIHI/I6I(I/I, HCHpaBHeHHOﬁ C IIOMOIIBIO IIPCIIOAABATCIIA

HeynosneTBoputeabHOo | 3aaHue BBIIOJIHEHO, HO JOMYIIEHO JBE WK OoJiee

CYIIIECTBEHHBIX OIIHNOOK.
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Paznen 4. Kpunrorpagpuyeckue MeToIbl 3alIUTHI

KpunrorpadguueckumMu cpeacTBaMH 3allldThl HAa3bIBAIOTCSA CIIELUATbHBIC
CpElICTBa, METOABl W AITOPUTMBI MpeoOpa3oBaHusl HMH(POPMALUM, B pe3yibTaTe
KOTOPBIX Mackupyercsi (u3MeHsercs mo ¢opMe MpeACcTaBICHHUs] U CKPHIBACTCSA 10
COCTaBy U CTPYKType) €€ WCTHHHOe cojepxaHue. OCHOBHBIMH BHUJAMU
Kpunrorpadguueckoro mnpeodpazoBaHusi (MHAYE —  3aKPBITUA)  SBISIIOTCA
U poBaHUE U KOJUPOBAHUE 3aIUIIAEMON HHPOPMALIUU.

[IudpoBanue - ecTb TakoW BU 3aKpbITUS (TIpeoOpa3zoBaHust) HHGOPMAIIUH,
Ipu KOTOPOM CaMOCTOATEILHOMY TpeoOpa3oBaHUIO TOJABEPTaeTCs KaxKIbIi
CHUMBOJI 3aKphIBaeMOW HH(GOPMAIIMHU W TIEPEIaBaEMOT0 COOOIICHHS;

KoaupoBanue - npenHa3HaueHO JUIsl 3alIUThl MH(OpPMAIMM, T JaHHbIE
Jenarcs Ha OJIOKHM, MMEIOIIME CMBICIOBOE 3HAYCHHME, M KAXKIBIA Takol OJIOK
3aMeHsAeTcs HUPPOBBIM, OYKBEHHBIM UM KOMOWHUPOBAHHBIM KOJIOM.

[Ipy 2TOM HCMONB3YETCS HECKOJIBKO PA3IWYHBIX CUCTEM IIH(PPOBAHUS:
3aMEHOM, TMEepPEeCcTaHOBKOH, AaHAJIUTUYECKUM MpeoOpa3oBaHHEM IHUPpyeMoit
uHpopmanmu. Illupokoe pacnpocTpaHeHue MOIYYWIM KOMOMHMPOBAHHbBIE
m@pbl, KOTJAa HUCXOAHBIA TEKCT IOCJIENOBATENbHO  Mpeodpasyercss C
UCIIOJIb30BaHUEM JIBYX WJIM JaXE TPEX PAa3NUYHBIX WHUQPPOB. TUNUYHBINA pUMeEp
U300paKeHHsl CUTyallud, B KOTOPOM BO3HMKAaeT 3ajada Kpunrorpapuu

(mdpoBanus) N300pakE€H HA pUCYHKE 9.

A--at——pPB

M

Pucynok 9 — Kanan cBs3u ¢ HECAaHKIIMOHUPOBAHHBIM JIOCTYTIOM
Ha pucynke 9 A u B - 3akoHHBIE OB30BaTENN 3AMUIIEHHON HHGOPMAITIH,
OHM XOTAT OOMEHHMBATbCs HMHpOpMaIMeld MO OOIIEAOCTYITHOMY KaHally CBSI3H.

IT - He3aKOHHBIN MOJIB30BATEND (IPOTUBHUK, XaKep, KOHKYPEHT), KOTOPbIA XOUYeT
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nepexBaThlBaTh IepefaBaeMble IO KaHaly CBSI3UM COOOLIEHUSI M TOMBITaThCA
U3BJICYb M3 HUX MHTEPECHYIO AJI HEro nHGopMaIuio. Ty MPOCTYIO0 CXeMY MOKHO
CUATAaTh  MOJENbI0O TUNUYHOM  CUTyalldd, B  KOTOPOM  MNPHUMEHSIOTCS
Kpunrorpadguyeckre MeTOo bl 3alUThl HGOPMAIIMKU WK TPOCTO MU(pPOBaHUE.

HcTtopuyeckn B KpunTorpaguu 3aKpernuINch HEKOTOpPbIE BOCHHBIE CIIOBA
(MpOTUBHUK, aTaka Ha mU@p, pa3BengaHHble U Tak aainee). OHU HauboIEe TOYHO
OTpa)XaroT CMBICI COOTBETCTBYIOUIUMX KpUNTOrpaduyeckux MNoHsTH. Bmecte c
TEM IIMPOKO WM3BECTHAs BOEHHAS TEPMHUHOJIOTHS, OCHOBAaHHAs Ha MOHATHH KOJa
(BOGHHO-MOpPCKHE KOAbI, Koabl ['eHepanbHOro mTaba, KOJIOBBIE KHHIH,
KOJ00O03HAUCHUs), YK€ CPABHUTEIBHO PEAKO TPUMEHSETCS B TEOPETHUECKOMN
kpuntorpaduu. [leno B ToM, 4TO 3a MOCIETHUE ACCATUICTHS CHOPMUPOBAIACH
TEOpHUsl KOAUPOBAHUS - OOJIBIIIOE HAYYHOE HaIlpaBJIEHUE, KOTOPOE pa3padaThIBAET
U M3y4aeT METOJbI 3alIMThl MH(OpPMAIIMK OT CIy4YailHBIX MCKKEHUN U MOMEX B
KaHallax CBSA3M. B Takux ciydasx MPUHSITO FOBOPUTH 00 aKTUBHBIX M CIIYYaMHBIX
MIPOTUBHUKAX.

Kpunrorpadust 3aHumaercs MeTogaMu NpeoOpa3oBaHUs HHPOPMALINH,
KOTOpbl€ Obl HE MO3BOJIMIM MPOTUBHUKY M3BJIE€Ub €€ M3 IEPEXBATHIBAEMBIX
coobmenuii. [lpu 3ToM 1O KaHaMy CBS3M MEpeaacTcs y)Ke HE caMa 3aluiiaemast
uHdopmalusi, a pe3yiabTaT ee Npeodpa3oBaHUs C TMOMOIIbIO Mmudpa, U IS
MPOTUBHUKA BO3HUKAET CJIOXKHAS 33a71a4a BCKPBHITHS mudpa.

BekpeiTue  (B3noM) mmdpa -  Opouecc MOJYYEHHS — 3allUMIIaeMOM
uHdopmaruu u3 MUPPOBAHHOTO COOOIIEHUST 0€3 MpeaBapUTEIHHOTO 3HAHUS
MIPUMEHEHHOTO udpa.

[Ton xmrodom B Kpunrtorpaduu TOHMMAIOT CMEHHBIM 3JeMeHT mmmdpa,
KOTOPBIN IPUMEHSIETCS I MUGPOBAHUS KOHKPETHOTO COOOIICHHUSI.

B nmnocnennee Bpemsi 0e30macHOCTh 3amiuiaemMor uHoOpMaluy craja
OTIpENENATHCS B EPBYIO ouepeas kiouoMm. CaMm mudp, nporpamma mudpoBaHus,
mudppoManivHa WIM NPUHIUN MUQPPOBAHUS CTAId CYHTATh WU3BECTHBIMHU

INPOTUBHUKY W JOCTYIIHBIMH [JId HTPEABAPHUTCIBHOIO H3Y4YCHHUS, HO B HHX
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NOSIBWICS HEU3BECTHBIM Ul MPOTUBHUKA KIIOY, OT KOTOPOTO CYIIECTBEHHO
3aBUCAT TpUMEHseMble TMpeoOpa3oBanus wuHpopmanmu. Tenepb 3aKOHHbBIE
MOJIb30BATENM, MPEXKIE YeM OOMEHUBATHCS IIM(PPOBAHHBIMU COOOIIEHUSMH,
JOJDKHBI TalHO OT NPOTUBHUKA OOMEHSTHCS KIIOYaMU WM YCTaHOBUTH
OJIMHAKOBBIN KIIIOY HAa 00OMX KOHIIAX KaHaya CBS3U. A JUIsl MPOTUBHUKA MOSBUJIACH
HOBas 3ajaya - OINpPEAENIUTh KIIIOY, IOCJIE YEero MOXHO JIErKO IPOYHUTaTh
3amM(poOBaHHbIE HA 53TOM KiIHO4e coolOmeHus. BepHemcs k ¢dopmanbsHOMY
OMKCAaHUI0 OCHOBHOTO oOOBekTa kpuntorpadum (pucyHok 9). Temepp B HeEro
HEOOXOJMMO BHECTH CYIIECTBEHHOE H3MEHEHHE - J00aBUTh HEIOCTYNHBIA IJisi
NPOTHBHHUKA CEKPETHBIA KaHajd CBs3M Js oOMeHa kiodamu (pucyHok 10).
Co3naTh TakoW KaHaJ CBSI3M BIIOJHE pEajbHO, MOCKOJIBKY Harpy3ka Ha HETo,
BOoOOIIE TOBOpsA, HeOousbmias. OTMETHUM TeHepb, YTO HE CYLIECTBYET €IUHOTO
mudpa, TIOAXOASAIIErO U BCEX CIIy4aes.

Beibop Buga mmppa u ero mnapameTpoB (CIOXKHOCTH, BpPEMEHHU
WCIIOJIb30BaHUs, BPEMEHU aKTyallbHOCTH, TUIOB MpeoOpa3zoBaHuil MH(MOpMAIUN)

CYmECTBCHHO 3aBHCUT OT XapaKTCpa 3alllMIIdCMbIX CCKPETOB UJIN TaWHBI.

KNKO4YU

A “~-cooduwenuss B

1

Pucynox 10 — Kanan cBsI3M ¢ HCTIOJIB30BAHUEM KITFOUEH

Hekoropsle TaiiHbl (HampuMep, rOCYJapCTBEHHBIE, BOCHHBIE U JPYTrHE)
JOJDKHBI COXPAHSITHCS JNECATHIECTUSAMH, a HEKOTOpble (Hampumep, OUpKeBbIE) -
YK€ 4epe3 HECKOJBKO YaCOB MOYKHO pa3riacuTh.

HeoOxoaumMo y4MTHIBaTH Takke M BO3MOXHOCTH TOTO TPOTHBHUKA, OT
KOTOpOro 3amuiiaercss AaHHas uHpopmanuss. OAHO Jeno - MNPOTUBOCTOATH
OJMHOYKE WM Jake OaHOe YroJIOBHUKOB, a Jpyroe Jejao - MOUIHON
rOCyJ1apCTBEHHOM CTPYKTYpeE.
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JIro0ast coBpeMeHHas kpuntorpaduueckas CUcTeéMa OCHOBaHa (IMOCTpOEHA)
HAa UCIOJB30BaHMU  Kpunrtorpaguueckux kmouedl. Ona pabotaer 10
OTpeeNIEeHHOW METOI0JIOTHH (AJITOPUTMY, IPOIIEAYPE), COCTOSIIEH U3:

»  omHOro wiu Ooyiee anrOopuTMOB MHQPpoBaHUS (MaTEMaTHUYECKUX
dbopmyn mpeodbpazoBaHus HHGOPMAITHH);

»  KIIOYeH, UCTIOJIb3YyEeMbIX STUMH aJITOPUTMAMU (P POBAHUS;

»  CHCTEMBI yIPaBICHUS KIFOYaMH;

»  He3amu(ppOBAHHOTO TEKCTA,

»  3amu@poOBaHHOTO TEKCTA.

CumMmerprnyHas (cexkpeTHasg) U acuMMeTpuyHas (OTKpBITasA) METOIOJOTHHU

mudpoBaHU

CumMmerpuuHasi (CEKpeTHasi) KpPUITOCHCTEMA IPUMEHSETCS JOCTATOYHO
IIMPOKO ISl  OONBIIMHCTBA KOMMEPYECKUX H  (PHUHAHCOBO-DKOHOMHYECKHX
coobuenuii. B a3Toit mMeTomosoruu u Ans WMQpPOBaHUA, U AN paciin(poBKU
OTIIpaBUTENIEM M TOJydaTreleM TMPUMEHSIeTCS OJWH W TOT JK€ K4, 00
UCTIOJIb30BaHUU KOTOPOTO OHM JOTOBOPUJIMCH J0 Hadana B3auMojeucTBus. Ecmm
KJIFOY He ObLI CKOMIIPOMETUPOBaH (TMpeaH OrjlacKe U U3BECTEH HEONpPEAeIEHHOMY
KpYTy JUI), TO TpU pacmn@poBKe aBTOMATHUECKH BBITIONHSACTCS ayTeHTU(DUKALINS
OTIIpaBUTENIS, TaK KaK TOJbKO OTIPABHUTEIb MMEET KIIIOY, C TOMOIIbIO KOTOPOTO
MOKHO 3amu@poBarb HUHPOPMALMIO, M TOJBKO MOJy4aTedb HMMEET K4, C
MIOMOIIIHI0 KOTOPOTO MOXKHO pacmudpoBarh HHGopMaIuio. Tak Kak OTIIPaBUTEb,
TaK M MOJy4yaTesb - €AMHCTBEHHBIC JIIOJU, KOTOPbIE 3HAIOT 3TOT CUMMETPUYHBIN
KII0Y, TIpU KOMIIPOMETAllMK KItoda OyJeT CKOMIPOMETHPOBAHO TOJIBKO
B3aMMOJICHCTBHE STUX JBYX MOJb30BATEICH.

[IpoGnemoit, koTopasi OyneT akTyajdbHa W JUISl JPYTUX KPUIITOCHCTEM,
SBIIIETCS. BONPOC O TOM, Kak O€30MacHO pachpOCTPaHSATh CUMMETPUYHBIC
(CexpeTHbIC) KIHOYH. AJTOPUTMBI CHMMETPUYHOTO MIU(POBAHUS HCIOIB3YIOT
KJIIOYM HE OY€Hb OOJBIION UIMHBI U MOTYT OBICTPO MIM(PPOBATH OOJIBIINE 0OHEMBI

JaHHBIX. HOpHI[OK HCIIOJB30BaHNA CUCTEM C CUMMCTPHUYHBIMU KIIHOUaMU:
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1.be3onacHo co3paeTcs, pacpOCTPAHAECTCS U COXPAHAETCS CUMMETPUYHBIN
CEKPETHBIN KJIIOY.

2.0TOpaBUTENb CO3/1a€T 3JIEKTPOHHYIO MOJIUCH C MOMOIIBIO pacyera X3ul-
(GYHKIUM JIJIs1 TEKCTA U IPUCOEAUHEHNUS IOJTyYEHHOM CTPOKH K TEKCTY.

3.0TnpaBuTeNlb  HMCHOJB3YET  OBICTPBIA  CUMMETPUYHBIA  AJITOPUTM
MHUPPOBAHUA-PACIIUPPOBKH BMECTE C CEKPETHbIM CUMMETPUYHBIM KIIOYOM K
[OJyYEHHOMY IaKeTy (TEKCTy BMECTE€ C IPUCOECAUHEHHON 3IIEKTPOHHOMN
NOANUCHIO) Il TMONydeHus 3amu@poBaHHOTO TekcTta. Takum  oOpazoMm
OPOU3BOAUTCS  HMJEHTU(UKALMA, TaK KaK TOJbKO OTIpaBUTENb  3HAET
CUMMETPUYHBIA CEKPETHBIM KII0OY M MOXKET 3alu@poBaTh 3TOT MHakeT. ToabKo
MOJIy4aTellb 3HA€T CUMMETPHUYHBIN CEKPETHBIN KIIFOY U MOKET paciIuppoBaTh 3TOT
HIaKeT.

4.0tnpaButens nepenaer  3amM@poBaHHBI  TeKCT. CHUMMETPUYHBIN
CEKPETHBIN KJIF0Y HUKOTJIa HE NIEPEIacTCs 110 HE3aUIIICHHBIM KaHAJIaM CBSI3H.

S.Ilomydarenb MCHONB3yEeT TOT K€ CAaMbli CHUMMETPHYHBIA AJITOPUTM
mppoBaHUSA-pACIIM(PPOBKH BMECTE C TEM K€ CAMBIM CHMMETPUYHBIM KIIHOUOM
(KOTOpBIII YK€ ecTb Yy ToJyyaTens) K 3allu@poOBaHHOMY TEKCTYy JUIs
BOCCTAHOBJICHUSI MCXOJHOIO TEKCTa W B3JEKTpOHHOW mnoamucu. Ero ycnemrHoe
BOCCTAHOBJICHHE UJCHTU(PHUIIMPYET KOI0-TO, KTO 3HAET CEKPETHBIN KIIIOY.

6.IlonyyaTens OTAENSIET IEKTPOHHYIO MOAIUCH OT TEKCTA.

7.1lonyyaTens co34aeT APYryIo 3JIEKTPOHHYIO MOJIUCH C MOMOIIIbIO pacyeTa
X31I-QYHKIUH JIJIS] TOJTYYEHHOTO TEKCTa.

8.Ilomyuarenb cpaBHUBAET ABE ATUX SJEKTPOHHBIX MOJIMUCU JJISl IPOBEPKHU

LEJIOCTHOCTU COOOIIEHHS (OTCYTCTBHS €TI0 UCKAKEHUS )

JIpyroii moaxoj HMCHOJIb30BaH MPU CO3JIAHUM ACUMMETPUYHOU (OTKPBITON)

MeToa0J0Tun IHu@poBanus. B 3Toit MeTomonoruu ko4 Ui mudpoBaHus U

pacmipoBKM paszHble, XOTA M co3fatoTcss Bmecte. OAMH KIIIOY Jenaercs
U3BECTHBIM BCEM, a JPYroM JIep>KUTcs B TailiHe. JlaHHbIe, 3amm@poBaHHbIE OJHUM

KJIFOUOM, MOTYT OBITh paciii(poBaHbl TOJIBKO APYTUM KIHOYOM.
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Bce acummeTrpuuHble KPUNTOCUCTEMBI SBISIOTCS OOBEKTOM aTak IyTeM
npsSMOTo Tiepedopa KITrYei, M TTOITOMY B HUX JIOJDKHBI MCIIOJIB30BAThCS TOPA3/IO0
OoJiee JIMHHBIC KIIOYM, YEM TE, KOTOPBIE HCIOJB3YIOTCI B CHUMMETPHUUYHBIX
KPHUIITOCUCTEMAX, JIJIsl 0OECIeUeHUsl SKBUBAJICHTHOTO YPOBHS 3alllUTHI. DTO Ccpazy
K€ CKa3bIBAETCS Ha BBIUYMCIUTEIBHBIX pecypcax, TpeOyeMbIX s mudpoBaHUs,
XOTS aITOPUTMbI MIMPPOBAHUS HA DIUTUNTUYECKUX KPUBBIX MOTYT CMSTUUTH ATY
npobiiemy.

B acumMMeTpuyHBIX KpHUOTOCHUCTEMAax Ba)XXHO, YTOOBI CEAHCOBBIE U
ACUMMETPHUYHBIE KIIIOUX OBLIM COMOCTABUMBI B OTHOIIICHUH YPOBHS 0€30MaCHOCTH,
KOTOpBIM OHU oOecneyuBaroT. Eciu HCHOb3yeTcsl KOPOTKUM CEAHCOBBIM KITIOY
(manmpumep, 40-6utoBbiii DES), To He uMeeT 3HaueHHUs, HACKOIBKO BEIIMKHU
ACMMMETPHYHBIC KITIOUYA. ACUMMETPHUYHBIE OTKPBITHIE KJIIOYM YSA3BHUMBI K aTakam
npsIMbIM 1epe0OpPOM OTYACTH H3-3a TOTO, YTO MX TSDKEJIO 3aMeHuTh. Ecnu
aTaKyloUMd  y3HAaeT  CEKPETHBIM  aCUMMETPUYHBIM K04, TO  OyZIer
CKOMIIPOMETHPOBAH HE TOJILKO TEKYIIEe, HO U BCE MOCIEAYIONME B3aUMOICUCTBUS
MEXK]ly OTIIPABUTEIIEM U MOTydYaTeIIeM.

Meroauka HMCHOJNB30BAHUSI CHUCTEM C ACUMMETPUYHBIMU KIKOYaMH IS
0aHKOBCKUX U (DMHAHCOBO-IPKOHOMUYECKUX MAaKETOB COCTOUT B CIICIYIOIIEM:

1.PazpaboTunkoM CO37al0TCA W PACHPOCTPAHSIOTCS ACHUMMETPUYHBIC
OTKPBITBIE U CEKpPETHbIC KIIIOUH. CEeKpEeTHbI aCUMMETPUYHBIA KIIIOY MEPEIaeTCs
ero Biaaenabily. OTKPBITBI aCHMMETPUYHBIA KJIIOU XpaHUTCA B 0aze JaHHBIX U
aIMUHUCTPUPYETCST TEHTPOM BbIIauu cepTudukatoB. l[lompazymeBaercs, 4TO
MOJIb30BATENIM JOJKHBI BEpUTh, UTO B TAKOW CHUCTEME MPOU3BOJUTCS OE30MacHOe
CO3/laHHE, pacIpeieiiCcHue W aJIMUHUCTpUpOBaHUE Kiatouamu. boiiee Toro, eciu
CO3/IaTeNb KJIIOYEH U JIUIO WU CUCTEMa, aAMUHUCTPUPYIOLINE UX, HE OJTHO U TO
K€, TO KOHEUHBIHN T0JIb30BATEIb JI0JDKEH BEPUTh, YTO CO3aTelb KIIOUEH Ha caMOM
JIeJIe YHUYTOKUJI UX KOIHUIO.

2.Co3nmaetcst 3JIEKTPOHHAS MOJNUCH TEKCTa C MOMOIIbI BBIYHCICHUS €0

xom-pynkuuu.  [lonydyeHHoe 3HaueHue MmUE@pPYyeTcss C  UCHOJIb30BAaHUEM
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ACUMMETPUYHOTO CEKPETHOI'O KII0Ya OTIPABUTENS, a 3aTE€M IOJIYYEHHAs CTpPOKa
CUMBOJIOB J00aBJs€TCA K IMEpeaaBaeMOMy TEKCTY (TOJIBKO OTIPAaBHUTENIb MOKET
CO3/1aTh AJIEKTPOHHYIO MOJIIUCH).

3.Co3maeTcsi  CEKpEeTHbIM CHUMMETPUYHBIM  KJIIOY, KOTOpbId  Oyxer
UCIIONB30BaThCS UIA IMK(POBaHHUS TOJIBKO ATOTO COOOLICHHS WJIM CEaHca
B3aUMOJICUCTBUS (CEAHCOBBIM KJIIOY), 3aTeM MpU TOMOILIUM CHUMMETPUYHOTO
anroput™Ma mudpoBaHUs/paciMPpoOBKA M ITOrO KItoya MIHUPPYETCs HUCXOTHBIH
TEKCT BMECTE€ C J00ABIECHHON K HEMY 3JIEKTPOHHOM NOJANHCHIO - MOJy4YaeTcs
3amrpoBaHHBIN TEKCT (MUQPP-TEKCT).

4. Tenepp HYXHO peHIUTh NOpoOJIEMYy C TMepeAadyeldl CEeaHCOBOIO KIIK0Ya
noyiy4yaresnto  cooOmenus. OTOpaBUTENb JIOJDKEH HMMETb aCUMMETPUYHBINA
OTKPBITHIM KIIIOU IIEHTpa BblIauu cepTuduxatoB. [lepexBaT Hezamm@poBaHHBIX
3alpOCOB Ha MOJYYEHUE STOTO OTKPBITOIO KIIOYa SIBJISETCA PaCIpOCTPAHEHHOMN
dopmoil araku. MoXeT cCyllecTBOBaTh liejlasi CHUCTeMa CepTU(UKATOB,
MNOATBEPKAAIOLIUX MOJJIMHHOCTD OTKPBITOTO KIIIOYA.

5.0TnpaBuTenp 3anpamiMBaeT y ILEHTpa CepTU(UKATOB aCUMMETPUYHBIN
OTKPBITHIN KJIIOY MOJTyyaTesst COOOIIEHHs. DTOT MPOLECC YA3BUM K aTake, B XOJe
KOTOpPOM aTaKyIOIIWW BMENIMBAETCS BO B3aUMOJICHCTBUE MEXKIY OTIPABUTEIEM U
MoJIy4aTesieM U MOXKeT MoJIupuimpoBath Tpaguk, MeperaBacMblii MEXIy HUMHU.
[TosTOMY OTKpBITBIM aCMMMETPHYHBIA KJIIOU MOJydarens 'moAnuchiBaerca' y
LHEHTpa cepTU(PUKATOB. DTO O3HAYAET, YTO LEHTP CEPTUPHUKATOB HCIOIH30BAJ
CBOM aCHUMMETPUYHBIM CEKPETHBIM KU i MHQPPOBAHUS ACUMMETPUYHOTO
OTKPBITOTO  KJIIoYa  mojydarens. ToJIbKO IEHTp CepTU(PHUKATOB  3HAET
ACUMMETPHUYHBINA CEKPETHBIM KIIIOY, TO3TOMY €CTh FapaHTHUHU TOTO, YTO OTKPBITHIHI
ACMMMETPHUYHBINA KJIFOY MOJIyYaTessl OJTYy4YEeH UMEHHO OT HETO.

6.Ilocne mnonaydeHHWs AaCUMMETPUYHBIM OTKPBITHIA KIIOY TOJy4yaTens
pacminpoBbIBA€TCS € TOMOIIBIO ACUMMETPUYHOIO OTKPBITOTO KJIHO4a U
alropuT™Ma  acUMMeTpu4Horo  mudpoBanus/pacumdpoBku.  EctectBenHo,

MpeAnosaraeTcs, 4Yro MeHTp CepTU(PUKATOB HE ObUT CKOMIIPOMETHpOBaH. Eciu xe
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OH OKa3bIBA€TCSI CKOMIIPOMETUPOBAHHBIM, TO 3TO BBIBOAUT U3 CTPOS BCIO CETh €TI0
nonbp3oBareneil. [loaromy MoxkHO M camoMmy 3amM(pPoOBaTh OTKPBITHIC KIIOYU
JIpYrux TOJib30BaTelied, (HO T/J€ YBEPEHHOCTbh B TOM, YTO OHU HE
CKOMITPOMETHPOBAHBI).

7. Temepp  mmdpyeTcs  CEAaHCOBBIA  KIIOY €  HWCHOJIb30BAaHUEM
ACUMMETPUYHOIO aJrOopuTMa MH(PPOBAHUSI-PACIIUDPOBKM U ACUMMETPUYHOTO
KJoya  mosydarens — (MOJYyYEHHOro  OT  IeHTpa  cepTU(UKATOB U
pacuu@poBaHHOTO).

8.3ammnppoBaHHbIN CEaHCOBBIN KIHOY MPUCOEAUHSIETCS K 3alIU(POBAHHOMY
TEKCTYy (KOTOpBI BKIIOYAaET B ce0sl Takke JOOABIICHHYIO paHee 3JIEKTPOHHYIO
TIOJIIIHCH ).

9.Bech monydeHHBIN MakeT JAaHHBIX (3amMGPOBAHHBIA TEKCT, B KOTOPBIN
BXOJIUT IOMUMO MUCXOJHOTO TEKCTA €ro 3JEKTPOHHAS MOIUCH, U 3alIU(PpPOBaHHBIN
CEaHCOBBII KJII0Y) MepelaeTcs noyyaTennto. Tak Kak 3amu(poBaHHbBIN CEaHCOBBIM
KJIIOU TIepeaeTcsl M0 HE3alMIIEHHOW CETH, OH SBIISIETCS OYEBUIHBIM OOBEKTOM
Pa3JINYHBIX aTak.

10.ITomyyatens  BbAENSICT 3allM(PPOBAHHBIA  CEAHCOBBIM  KIHOY U3
ITOJIyYEHHOIO MaKeTa.

11.Tenepr mnoayyaTeqt0 HYKHO PEIIMTh MpodiieMy C pacmudpoBKOn
CEaHCOBOI0 KJII0Ya.

12.Ilomy4darenb AOKEH MMETh ACUMMETPUYHBIA OTKPBITHIM KIIFOY LEHTpa
BbIJIa4U CePTU(HUKATOB.

13.Mcnonb3yst CBOM CEKPETHBI AaCUMMETPUYHBIN KJIKOY M TOT K€ CaMbIi
ACUMMETPUYHBIA ~ aliroput™M  mUpoBaHuUs, IMoOJydaTrelb paciiu(poBbIBaET
CEaHCOBBIN KIIIOY.

14.Ilonydarenb NpPUMEHSET TOT KE CaMbli CHUMMETPUYHBIM aJITOPUTM
mupoBaHUS-pacin@pPoBKH M paciiuPpOBaHHBIH CHUMMETPUYHBIN (CEAHCOBBIN)
KII0Y K 3alu(ppoBaHHOMY TEKCTy M TOJIy4aeT HCXOAHBI TEKCT BMECTE C

BHCKTPOHHOﬁ IIOAITUCBIO.
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15.Ilony4darenb OTAENSAET FAEKTPOHHYIO MOJAMKUCH OT UCXOAHOTO TEKCTA.

16.ITonyyaTens 3ampammBaeT y ILEHTpa CEPTU(PUKATOB ACHMMETPUUHBIN
OTKPBITBIA KJIFOY OTIPABUTEIIS.

17.Kak TOJIBKO 3TOT KJIIOY MOJY4YE€H, MOJIydaTeslb pacliu(ppoBBIBAET €ro C
MOMOIIIBI0  OTKPBITOTO KJIF0Ya IIEHTP CEpTU(PHUKATOB W COOTBETCTBYIOIIETO
ACUMMETPUYHOIO alTOpUTMa MHU(PPOBAHUS-PACIIU(DPOBKH.

18.3atem pacmudpoBbiBaeTca XdAUI-QYHKIUS TEKCTa C MCIOIb30BaHUEM
OTKPBITOTO KJIF0Ya OTIPABUTENISI U aCUMMETPUUYHOTO aJropuTMa Mu(poBaHuUsi-
pactGpoBKU, MOBTOPHO BBIUUCISAETCA XAUI-QYHKIUSA MOTYYEHHOTO HCXOIHOIO
TEKCTa, JIBE ATH XAMI-PYHKIMU CPAaBHUBAIOTCS JJIsi MPOBEPKU TOTO, YTO TEKCT HE
OBLIT U3MEHEH.

CroiikocThio mmmu(pa HA3BIBAIOT CHOCOOHOCTH IHdpa MPOTHUBOCTOSATH
BCEBO3MOKHBIM aTakaM Ha HETO Ha3bIBAIOT.

[Tox arakoiif Ha mKUdP TOHUMAIOT MOTBITKY BCKPBITUS 3TOTO KA.

[Tonstue crodikocTH mudpa SBISIETCS IEHTPATbHBIM JI1 KpUnTorpaduu.
XOTS KauyeCTBEHHO TOHSATH €ro JOBOJIbHO JIETKO, HO TOJy4Y€HUE CTPOTUX
JTIOKa3yeMbIX OIIEHOK CTOMKOCTH JIJISi Ka)JIO0T0 KOHKPETHOro mmumdpa - mpodiiema
HepelieHHas. JTO OOBICHAETCS TEM, YTO JO CHX IMOp HET HEOOXOAMMBIX st
pelIeHus] TakoW MpoOJieMbl MAaTeMaTHYeCKUX pe3yiabTaToB. [loaTomMy CcTOHMKOCTBH
KOHKPETHOTO Iu@dpa OIECHUBACTCA TOJHKO IMYyTEM BCEBO3MOXKHBIX MOMBITOK €T0
BCKPBITUSL M 3aBUCUT OT KBaJM(UKAIIMKU KPUNITOAHAIUTUKOB, aTaKyIOIIHUX MUP.

Takyto npoueaypy MHOT1a Ha3bIBaIOT MPOBEPKOM CTOMKOCTH.

46



IpakTnueckasi padora Ne6
Peanmu3anusi MmeToxa mpocToii 3aMeHbl

Heab padoThl: co3gaHue MporpaMMbl MUGpPOBaHUS U ACMIM(POBAHUS TEKCTA C
MCIIOJIb30BaHUEM METO/Ia POCTON 3aMEHBI.
IIpumensiemoe ob0opyaoBanme: IIK, meronnueckue yka3aHus 1O BBIIOJHEHHUIO
MPaKTUYECKUX padoT.
JlonoJIHMTeIbHbIE TEOPeTHYECKHE CBEACHMS

ludpoBanne  MeTogOM  3aMEHbl  (TMOJCTAHOBKH)  OCHOBaHO  Ha
anreOpanyeckoil  omepanuy, Ha3plBaeMoil  mojacTaHoBkoil.  I[loacraHoBKoM
Ha3bIBAETCSI  B3aMMHO-OJAHO3HAYHOE OTOOpaKEHHWE HEKOTOPOro  KOHEYHOIO
MHOXecTBa M Ha ceOs. Uucio N 371€MEHTOB 3TOr0 MHOYKECTBA HA3bIBACTCS
CTENEHbI0 MOJcTaHOBKU. [Ipupoma MHOxkecTBa M pojii HE WIpPAET, MOITOMY
MOXHO cUMTaTh, uto M = {1, 2, ..., N}.

[udp npocToit 3aMeHbl — KJIacC METOAO0B MIU(PPOBAHUS, KOTOPHIE CBOJISATCS
K CO3/IaHHUIO TIO OMNpPEAEICHHOMY aJIFOPUTMY TaOJULbl MHU(PPOBaHUS, B KOTOPOUH
JUIT  KaKJIOM  OyKBBI  OTKPBITOTO  TEKCTa  CYIIECTBYET  €IWHCTBEHHAas
corocTaBlieHHas el OykBa mudp-TeKcTa.

[Tpu MoHoanhaBUTHOM 3aMeHe KaxJI0M OykBe aipaBUTa OTKPHITOIO TEKCTa
CTaBUTCA B COOTBETCTBHME OJHA OykBa MHU(GPOTEKCTAa M3 ITOTO XK€ andaBuTa,

Harnpumep, mudp "Ardam".

HI A |B E I |O|E E |3 H|& E|DI|(M|H [ I I
mr|_ |A|®wm |5 |b|®H |5 |m|m|(a |g|x|s e |
B (¢ |17 |2 |x|g|T |m|m|E Bla [m[1]_
m! |o|o|BE |M|X|E | |H 3 FE|E|RI|T |E B Fu
Xoxa paboThi:
1. [Iporpamma gomKHa MOAACPKUBATH CIEAYIOMNE PYHKITUN:

a. BBOJI KJIFOYA TIOJIb30BATENS LIS IATHHCKOTO U PYCCKOTO angaButa
b. renepanuio ciyyaitHOro Kiroua
C. U(PPOBAHUE OTKPHITOTO TEKCTA METOOM MPOCTOM U BBIBOJ HA SKPaH

pe3ynbTaTa
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d. nemmdpoBaHre BBEACHHOTO MIKM(PPOTEKCTA 10 U3BECTHOMY KJIFOUY

2. [IporpaMMa fpoKHA MOAAEPKUBATH BO3MOXHOCTH COXpPaHEHUS B
OTJENbHBIE (Pailsibl KIto4Ya, MU(POTEKCTa U OTKPHITOIO TEKCTa, a TAaKXKe 3arpy3Ky
ux u3 (aiina.

3. [Iporpamma [OJKHa coJepKaTb IPOBEPKY KIIOYa Ha OLIMOKH
(myOGnmpoBaHUE CUMBOJIOB, ITOJHBIN TOBTOP ajipaBUTA).

4, [Iporpamma fofkHA TOAJEPKUBATH T'C€HEPALMIO KII0Ya Ha OCHOBE
mgpos Llezaps u Aroar.

S. UnTepdeiic ¢ nporpammoil JOHKEH OBITh OPraHU30BAH HA OCHOBE
MEHIO, 00513aTEIbHOIN 9acThI0 KOTOPOTO JOJDKHO ABIATHCSA MOAMEHI0 «CrpaBkay ¢
koMmaHao «O mporpamme». [lpu BbIOOpe 3TONM KOMaHIbLI JOJAKHA BbIJABaThCS
uHdopmaiusi 00 aBTOpe MpPOrpaMMbl M BBJIAHHOM HHJIUBHUAYaJIbHOM 3aJJaHUU.
Wutepdeiic monp3oBaTens MNporpaMMbl MOXKET TakKe BKIIOYATh TaHENb
YIOPaBJICHUS C AYOJHUPYIONIUMU KOMAaHIbl MEHIO TIpaQUUYeCKUMU KHOTKAMU U
CTPOKY COCTOSIHUSI.

Yka3aHusi Mo COCTABJIEHHIO OTYETA: PE3yiabTaT PEIICHUs 3aJaHUi MOKaXHUTE
IPEToAaBaTelto.

Kpurepuu ouenku

Onenka
Ot1iu4dHOo 3aaHue BBITIOTHEHO 0€3 CYIIECTBEHHBIX OIMMOOK
Xoportio 3ajaHue BBIMOJHEHO, HO JOMYIIEHAa OJHa CYIIECTBEHHAs

omuOKa, WCHpaBIE€HHAs CTYAEHTOM TMpU yKa3aHUU

IpernoiaBaTess Ha OMUOKY

Y 10BIE€TBOPUTEIHLHO 3ajaHue BBITIOTHEHO C HAJUYUEM OJHOM CYIECTBEHHOMU

OIHI/I6I(I/I, HCHpaBHeHHOﬁ C IIOMOIIBIO IIPCIIOAaBaATCIIA

HeynoBnerBoputenbHo | 3a1aHe BBITIOJHEHO, HO JOMYIICHO JBE WM OoJjiee

CYIIIECTBEHHBIX OIIMOOK.

48




IIpakTueckasi padora Ne/
Peasqmzanuss meToga MOHOAI(PABUTHOM 3aMEHbI
Heas padoThl: co3naHue MporpaMMbl MUQPPOBaHUS U JeMU(POBAHUS TEKCTA C
HCMOJIb30BaHUEM METO/Ia POCTON 3aMEHBI.
IIpumensiemoe obdopyaoBanme: IIK, metonnueckue yka3aHus IO BBIIOJHEHHUIO
MPaKTUYECKUX padoT.
JlonmosiHUTE/IbHBIEC TEOPEeTHYECKUE CBEACHUS
[ludpoBanue  MeTogOM  3aMeHbl  (TOJCTAHOBKM)  OCHOBaHO  Ha
anreOpanyeckoil  omepanuy, Ha3plBaeMoil  mojacTaHoBkoil.  [loacTtaHoBKoi
Ha3bIBAETCS  B3aMMHO-OJHO3HAYHOE OTOOPAKEHHUE HEKOTOPOro  KOHEYHOI'O
MHOkecTBa M Ha cebs. Uucio N 371eMEHTOB 3TOTO MHOXKECTBA Ha3bIBACTCS
CTENEHbIO MOJCTaHOBKU. [Ipupoma MHOxkecTBa M ponu HE UIpaer, MOITOMY
MOXHO cUMTaTh, uto M = {1, 2, ..., N}.
[udp npocToit 3aMeHbl — KJIACC METOAO0B MUGPOBAHUS, KOTOPbIE CBOJIATCS
K CO3/IaHHUIO TI0 OMNpPEACICHHOMY QJITOPUTMYy TaOJULbl MU(PPOBaHUS, B KOTOPOH
JUIST  KakJ0oW  OYKBBI ~ OTKPBITOTO  TEKCTa  CYIIECTBYET  €IMHCTBEHHAs
corocTaBlieHHas el OykBa mudp-TeKcTa.
Xoxa padoThi:
1. [Iporpamma fomKkHa MOAACPKUBATH CIEAYIOMNE PYHKITUU:
a. BBOJ KJItOUa MOJIB30BaTENs JJIsl JIJATUHCKOTO M PYCCKOTO andaBuTa
b. rerepanuio ciy4aiiHOro Kiroua
C. mudpoBaHUE OTKPHITOTO TEKCTa METOJOM MPOCTOM 3aMEHBI U BBIBOJI
Ha 3KpaH pe3yJibTaTa
d. nemmdpoBaHre BBEACHHOTO MIK(PPOTEKCTA 10 H3BECTHOMY KJIFOUY
2. [IporpamMmma poJDKHA TOAAEPKUBATH BO3MOXKHOCTH COXPAHCHHS B
oTHeNIbHBIC (paitibl KiIr0Ya, MUEGPOTEKCTa U OTKPBITOIO TEKCTA, a TAKXKe 3arpy3Ky
ux u3 ¢aina.
3. [Iporpamma [oJKHa colep:kaThb MPOBEPKY KIIOYa Ha OMIMOKHU

(myOnmpoBaHUE CUMBOJIOB, ITOTHBINA MTOBTOP ajhaBUTA).
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4, Wnurepdeiic ¢ mporpaMMoil JOJIKEH ObITh OpPraHM30BaH Ha OCHOBE
MEHI0, 0043aTENBHON YaCThI0 KOTOPOTO AOJDKHO SIBIATHCA NOAMEHI0 «CrpaBKay ¢
koMaHg0il «O mporpamme». Ilpu BbIOOpe 3TOM KOMaHIBI OJKHA BbIAABATHCA
uHpopmarusi 00 aBTOpe MPOTrpaMMbl M BBIAHHOM HWHIAWBUAYATHHOM 3aJaHUU.
WuTtepdeiic monap30BaTeNs MPOrpaMMbl MOXKET TaKXKe BKJIIOYATh ITaHEIb
VIOPABJICHUS C AYOJUPYIOUIUMU KOMAaHJIIbI MEHIO TpapUYeCKUMU KHONKaAMU U
CTPOKY COCTOSIHHUS.

Yka3zaHusi 1O COCTABJEHHI0 OTYETA: CO3JaHHYIO MpPOrpaMMy MOKAKHUTE
MPENOAaBaTEIO.

Kpurtepun ounenku

OueHka
OTInYHO 3ajaHue BHITIOTHEHO 0€3 CYIIeCTBEHHBIX OIMMOOK
Xoportio 3amaHne BBITIOJHEHO, HO JOIYyIICHAa OJHA CYIICCTBEHHAS

OIHI/I6K3, HUCIIPpAaBJICHHAA CTYACHTOM IIPpH  YKa3aHHUHU

IpernoaaBaTesis Ha OITHOKY

VY 10BIETBOPUTEIHLHO 3afaHue BBITIOTHEHO C HAJUYUEM OJHOM CYIECTBEHHOMU

OIHI/I6KI/I, HCHpaBHeHHOﬁ C IIOMOIIBIO IIPCIIOAABATCIIA

HeynosnerBoputenbHo | 3a1aHe BBIMOJHEHO, HO JOIMYIIEHO JIBE€ WM Oojiee

CYIIECTBEHHBIX OIIHOOK.
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IIpakTnueckasi padora Ne8
Peasmzanust MmeTog0B roMoGOHUYECKOM U MOJIMAT(PABUTHON 3aMeH

Leasb padoThl: co3naHue MporpaMMmbl MU(pPoOBaHUS U JEHIU(PPOBAHUS TEKCTa C
UCIIOJIb30BaHUEM METOI0B TOMO(GOHHYECKOH U Mona(aBUTHON 3aMEHBI.
IIpumensiemoe odopynoBanme: IIK, meToamueckue ykas3aHHs MO BBIOJHEHUIO
MPaKTUYECKUX padoT.
JlonmosiHUTE/IbHBIEC TEOPEeTHYECKUE CBEACHUS

['omodonnyeckas 3ameHa OJHOMY CHUMBOJY OTKPBITOTO TEKCTa CTaBUT B
COOTBETCTBHE HECKOJIBKO CMMBOJIOB MIM(PPTEKCTA. DTOT METOJA MPUMEHSETCS ISl
HCKaXEHUS CTATUCTUYECKUX CBOMCTB MU(PTEKCTA.

[Tpumep. OTKPBITBIN TEKCT: «3aMEHAY.

AMpEETCBETON | 4 B || E w3 | || H

17 | a7 |47 |76 32 | 55
Ampame woopTa 15Ty 51 [s7 |19 28 | o4

T4
48 | 63 15 |33 [ 59 61 [ 34
I Eeafrpemeaer: "0 17 22 OF 55 31"

Takum o6pazom, npu TOMOGOHUYECKON 3aMeHe Kak/ass OyKBa OTKPBITOTO
TEKCTa 3aMEHSETCA 10 ouepean UPpaMu COOTBETCTBYIOIIETO CTOJIOIA.

[lonmuandaBuTHas TOACTAHOBKA MCMOJB3YeT HECKOJIBKO al(aBUTOB
mudprekcra. [lycte ucnonssyercs k andabutoB. Torma OTKpBITBI TEKCT X =
X1X2.. XkXk+1...X2kX2k+1... 3aMEHSIETCS U PTEKCTOM Y =
F1(X1)F2(X2)...Fk(Xk)Fk+1(Xk+1)...F2k(X2k)F2k+1(X2k+1), tme Fi(Xj) -
cuMBOJI mudpTekcTa andaBuTa i 11 CAMBOJIA OTKPHITOTO TeKCTa Xj.
Xoxa padoThi:

1. [Iporpamma gomKHa MOAACPKUBATH CIEAYIOMNE PYHKITUN:

BBIOOP METO/1a 3aMCHBI

o o

. BBOJI asipaBuTa mudprexcra (¢ BHIOOPOM KoJinuecTBa aihaBUTOR)

134

IeHepaluIo CIIy4alHOIO KJIro4a
d. mmdpoBaHUe OTKPHITOrO TEKCTA M BHIBOJI HA SKPaH pe3ysIbTara

e. aemudpoBaHue BBEIEHHOTO MIN(POTEKCTA MO U3BECTHOMY KIIIOUY
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2. [IporpaMMa mOJDKHA TMOAAEPKUBATh BO3MOYKHOCTH COXpPaHEHHS B
OTJENbHBIE (Pailsibl Kitoua, MU(POTEKCTa U OTKPHITOTO TEKCTa, a TAaKXKe 3arpy3Ky
ux u3 (aiina.

3. [Iporpamma [OJKHa coJepKaTb IPOBEPKY KIOYa Ha OIIMOKH
(myOiMpoBaHUE CUMBOJIOB, ITOJTHBINA TTOBTOP aji(aBUTA).

4. WuTepdeiic ¢ mporpammoii JOHKEH OBITh OPTaHW30BaH HA OCHOBE
MEHIO, 00s13aTEIbHOIN YacThI0 KOTOPOTO JOJDKHO ABIATHCA MoaMeHio «CripaBka» ¢
koManaoi «O mporpamme». [lpu BeIOOpe 3TOM KOMaHIbI JTOJIKHA BBIJABATHCS
uHpopMaluss 00 aBTOpe MPOrpaMMbl M BBIIAHHOM HHJMBUIYaJbHOM 3a/IaHUU.
Wutepdeiic monp3oBaTens MporpaMMmbl MOXKET TakKe BKIOYaTh IaHEINb
yHOpaBiIeHUsI C IyOJUPYIOUIMMH KOMAaHJIbl MEHIO Tpa@UuecKMMHM KHOIKAMHU U
CTPOKY COCTOSIHUSI.

Yka3aHusi 1O COCTABJIEHHMIO OTYeTa: CO3JaHHYI0 TMPOTPaMMYy MOKAXKHUTE
IPEToAaBaTEIIO.

Kpurepuu ouenku

Ouenka
OT1InYHO 3aaHue BBITIOTHEHO 0€3 CYIIECTBEHHBIX OMMO0K
Xoportio 3amaHne BBITIOJHEHO, HO JOIYIICHAa OJHA CYIICCTBEHHAS

omuOKa, WCMpaBlIeHHAs CTYACHTOM TMpU yKa3aHUHU

IpernoaaBaTesis Ha OITHOKY

VY 10BIE€TBOPUTETHLHO 3ajaHue BBITIOTHEHO C HAJUYUEM OJHOM CYIECTBEHHOMU

OIHI/I6I(I/I, HCHpaBHeHHOﬁ C IIOMOIIBIO ITPCIIOAaBaATCIIA

HeynoBnerBoputenbHo | 3a1aHe BBITIOJHEHO, HO JOMYIICHO JIBE WM OoJjiee

CYIIIECTBEHHBIX OIIHOOK.
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Paznen 5. Opranu3zaiuoHHO MPaBOBbIe METOAbI HH(POPMALMOHHOI

0e3omacHOCTH

KomrnekcHas cucrema 3amuThl MH(pOpMaIuu co3iaercs Ha O0beKTax JJist
OmoxkupoBaHus (TapUPOBAHUS) BCEX BOZMOXHBIX WJIH, IO KpaiiHel Mepe, Hanbosee
BEPOATHBIX yTrpo3 Oe30macHOCTH HHpopMauu. [ napupoBaHust TOW WM HHON
yTPO3bl UCHOJB3YETCS ONpeJIeJIEHHAs COBOKYITHOCTh METOOB U CPEJICTB 3aIIUTHI.
Hekoropple U3 HUX 3a0MIIAIOT HHPOPMALMIO OT HECKOJBKHX Yrpo3
onHOBpeMeHHO. Cpeau METONOB 3alUThl UMEIOTCS MU YHUBEPCAIbHBIE METO/IBI,
KOTOpbIE SIBIISIIOTCSI 0a30BBIMU MPU MOCTPOSHUU JIFOOOW CHUCTEMBI 3alllUTHI. JTO,
MpEeXAE BCEro, IMPaBOBbIE METOIbI 3aIUTHl HHGOPMALUU, KOTOPHIC CIIyXkKaT
OCHOBOM JIETUTUMHOTO MOCTPOCHHUS U UCIOIb30BaHUS CUCTEMBI 3aIUTHI JIFOOOTO
HasHayeHusa. OpraHu3alMOHHbIE METOAbl 3alUThl MHGOPMAIUU, KaK IMPaBUIIO,
UCIIOJIB3YIOTCS Il NapupoOBaHUs  HECKONbKUX  yrpo3. Kpome  Toro,
OpraHU3allMOHHBIE METOJbl HCIOJB3YIOTCA B JIIOOOH CHCTEME 3alluThl 0e3
WCKJTIOUCHUH.

['ocymapcTBO JOMKHO OOECreYuTh B CTpaHE 3aluTy WHGOpMAIuM, Kak B
MaciiTabax BCEro TrocyAapcTBa, TaK W Ha YPOBHE OpraHU3alluid U OTICIbHBIX
rpaxnaad. [[ns pemeHus 3Toi mpoOiieMbl TOCYapCTBO 00513aHO:

1. BBIOpaTh TOCYAApCTBEHHYIO TMOJUTUKY Oe€30macHOCTH B 00JacTu
MH(POPMAITMOHHBIX TEXHOJIOTUH;

2.  3aKOHOJATENBHO OMNPEACIUTh MPABOBOM CTAaTyC KOMITBIOTEPHBIX
cucteM, UWHPOPMAIMK, CHUCTEM 3aluThl WH(OpPMAIUU, BIANETBIEB W
noJjib30Batesie nHhopmaluu u T.1.;

3. CO3/IaTh HUEPApPXUUECKYID CTPYKTYpY TOCYAapCTBEHHBIX OPraHoB,
BBIpA0ATHIBAIOIIMX W MPOBOMSIIMX B JKW3Hb TOJUTHKY O€30MacHOCTH
MH(POPMAITMOHHBIX TEXHOJIOTHIA;

4, CO3/1aTh CUCTEMY CTaHJapTU3AINH, JUTIEH3UPOBAHUS u
cepTudUKaIUKA B 00JACTH 3aIUThI UHPOPMAIIUH;

S. 00eCIeunTh MPUOPUTETHOE PA3BUTHE OTCUYCCTBEHHBIX 3aAITUIICHHBIX

WH()OPMAITMOHHBIX TEXHOJIOTHH;
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6. NOBBIIIATH ~ YPOBEHb  oOpa3oBaHMsi  TpaxaaH B o0JacTu
UHPOPMAIIMOHHBIX ~ TEXHOJIOTWW, BOCHUTHIBATH Y HHUX MNaTPUOTHU3M U
OINTEIILHOCTD;

/.  YCTaHOBHTH OTBETCTBEHHOCTh IrpaKJ1aH 3a HapyILIeHUs
3aKOHO/IaTEJIhCTBA B 00JIACTU MH(POPMAITMOHHBIX TEXHOJIOTHUH.

OueHp  BaXHbIM  IIPAaBOBBIM  BONPOCOM  SIBISIETCSI  YCTAHOBJIEHUE
IOPUIMYECKOTO  CTaTyca KOMITBIOTEPHBIX CHCTEM H  OCOOGHHO cTaTyca
uHbOpMallMy, TNOJYy4yaeMOW C NPUMEHEHHUEM KOMIBIOTEpHbIX cucTteM. Craryc
uHGOpMallMl WIK €€ MNPAaBOMOYHOCTb CIYXKXUT OCHOBAaHHMEM JUIS BBIIIOJHEHUS
(HEBBIMOJIHEHUS) ONPENECIICHHBIX  JEHCTBUM. Hanpuwmep, B OJHHUX
aBTOMATU3UpOBaHHbIX  cucreMax ynopasieHus (ACY)  coorBercTBylOLIEE
JOJKHOCTHOE JIMIIO MMEET IOPUANYECKOE MPABO IMPUHUMATh PELIEHUS TOJIBKO Ha
ocHoBaHMM HH(popmanuu, noaydyeHHod u3z ACY. B apyrux ACY s npuHATHA
pelieHruss HeoOXOJUMO MOJYYUTh MOATBEPKAAIOIIYI0 MH(POPMALUIO MO APYTUM
kaHanaM. B omHoii m ToM ke ACY pemeHne MOXKET INPUHAMAThCA Kak C
NOJlydY€HUEM MOoJATBepkaatoeil nHpopManuu, Tak u 6e3 Hee. [Ipumepom Moxer
CIIY)KWTh OpraHusanusa nepeBoaa jaeHer ¢ nomombio ACY. Jlo ompeneneHHOMR
CyMMBbl  TI€pEBOJ  OCYIIECTBISETCA  ABTOMATUYECKHM IIPU  IOCTYIUIEHUU
COOTBETCTBYIOIIEH 3asBKHU. /[l mnepeBoja KpPYNMHOM CYMMBI BBINOJHSIIOTCA
JIOTIOJIHUTENBHBIE TTPOLIEAYPHI MTPOBEPKH ITPABOMOYHOCTH TaKoW omepauuu. [lns
ATOTO MOKET OBITh 3aTpebOoBaHa JOMOJIHATEIbHAS MHPOPMAIIUS, B TOM YUCIIE U TI0
nyOnupyromel cucteMe, a OKOHYATEeNIbHOE PEIIEHHE O TMEPEBOJIE JIEHEr MOXKET
MIPUHUAMATh JOJDKHOCTHOE JIUIIO.

[TpaBoBoii ctaTyc MHpOpPMAIMU YCTAHABIMBAETCSA C YYETOM €€ CTOUMOCTH
(BaXXHOCTH) U CTENEHU JIOCTOBEPHOCTH, KOTOPYIO CHOCOOHAa 0O0€CHeuuTh
KOMIIBIOTEPHAS CUCTEMA.

BaxxHolt  cocraBisomied  TPaBOBOTO  PETYIMPOBaHUS B 00JacTH
WHOOPMAIIMOHHBIX  TEXHOJIOTUWA  SIBJSIETCS  YCTAHOBJIEHUE OTBETCTBEHHOCTH
TpaXAaH 3a MPOTUBONpPABHBbIE JAEUCTBUA TMpH paboOTe C KOMIIBIOTEPHBIMU

CUCTCMaMHU HJIHN HpI/I‘—II/IHI/IBHII/Ie ymep6 Bi1aacJibliaM KOMHBIOTepHBIX CHCTECM,
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NOJyYMIM Ha3BaHUWE KOMIIBIOTEPHBIX HpecTymieHud. CorjmacHo pesysbraTam
COBMECTHOTO uccienoBanus Muctutyra kommneiorepHoi OezomacHoctu CIIA u
®BP kaxnoe KOMIBIOTEPHOE MPECTYIUIEHWE HAHOCUT ymiepd mpumepHo B 200
THICSY JOJJIAPOB, U YPOH OT KOMITBIOTEPHBIX MPECTYIIEHUH €KETrOJHO PacTeT B

r€OMETPUYECKOU IPOTPECCUM.

B VK P® B mHacrosmee BpeMs riaBa 28 0003HA4aeT CICTYIOIINE
MPECTYIICHUS B c(hpepe KOMITbIOTEPHOU O€30MaCHOCTH:

> HemnpaBomepHbii JOCTyN K KOMITbIOTEpHOU MHpOpMaIuu (cT. 272);

> Co3nanue, WCHOJB30BAHWE W PACHPOCTPAHEHUE  BPEAOHOCHBIX
KOMITBIOTEPHBIX Mporpamm (cT. 273);

> Hapyienne npaBuil 3KCIUTyaTalldd CPEACTB XpaHEHUs, 00pabOTKu
WM Tepeladyd  KOMIIbIOTEpHOM  uHopMamuu U WH(POpPMAIMOHHO-
TeJIEKOMMYHHUKAIITMOHHBIX ceTei (cT. 274);

> HenpaBomepHoe BO3a€HCTBUE HAa KPUTHYECKYIO WHQPOPMAITMOHHYIO

undpactpykrypy Poccuiickoit deneparuu (ct. 274.1).

B kaxnol opraHuzanuu pa3padaThIBAaeTCs KOHUEMUUS HWH()OPMAMOHHOM
oe3omnacHocTH. OHa SABJISIETCSI OCHOBHBIM MIPABOBBIM JIOKYMEHTOM, OTIPEAEIISIOIIUM
3alTUIICHHOCTh MPEANPUITHS OT BHYTPEHHUX U BHEIIHUX yrpo3. OHa ompexaenser
CUCTEMY B3IJIAJIOB Ha mpoliieMy oOecriedeHusi 0e30macHOCTH WHOOpPMAIUU |
IpeCTaBiIsieT cO00M CHCTEeMaTU3UPOBAHHOE M3JIOKEHHUE LIeJIel U 3a/1ad 3aluThl,
OCHOBHBIX TPHUHIIMIOB TIOCTPOCHUS, OpPTaHU3AIMOHHBIX, TEXHOJOTUYECKUX W
MPOLIETYPHBIX acleKTOB obecmneueHus Oe3omacHoctu wuHpopmaruu B HC.
Konuenmuus sasngercss METOIOJIOTHYECKON OCHOBOM:

. dbopMupOBaHHUS ¥ TPOBEICHUS €IWHOW TIOMUTHKKA B 00JacTH
obecrieuenus 6ezonacHoctr napopmanuu B UC;

. NPUHATUSL YNPABICHYECKUX PEIICHUH M pa3pabOTKU MPaKTUYECKUX
MEp MO BOIUIOIIEHUIO TMOJUTUKKA O€30MacHOCTH HMH(OpPMAMU U BbIPAOOTKH

KOMILJICKCA COIJIACOBAHHBIX MCP HOPMATHUBHO-TIPABOBOI'O, TCXHOJOIMYCCKOTO U
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OpraHU3allMOHHO-TEXHUYECKOTO XapaKTepa, HalpaBJICHHbIX Ha BBISBICHUE,
OTpaXEHUE W JMKBHUJAIMIO MOCICACTBUI pealn3allid Pa3jINdHbIX BHIIOB YTIPO3
Oe3omacHoCcTH UHGPOPMAITUH;

. KOOPJIMHAIIUKA JIEATETLHOCTH CTPYKTYPHBIX TOApA3ICICHUN TPHU
MPOBENCHUH padOT MO CO3AaHUIO0, pa3BUTHIO U dKciuTyatanuu MC ¢ cobmonennem
TpeboBaHUM obecrieueHus1 6€301acHOCTH HH(pOpMAITUH;

. pa3pabOTKN TPENJIOKCHUH 1O COBEPIICHCTBOBAHUIO TPABOBOTO,
HOPMATUBHOTO,  METOJIMYECKOTO,  TEXHHYECKOTO U  OPraHU3alMOHHOTO
obecnieuenus 6ezonacHoctu MC.

[Ipu pa3pa®oTke KOHIIECTIIMH JTOJDKHBI YYUTHIBATHCS OCHOBHBIC MPHHITUIIBI
CO37aHUsl KOMIUIEKCHBIX CHCTEM oOOecrneueHusi 0e30macHOCTH HH(OopMaluu,
XapaKTEPUCTHKA W BO3MOXHOCTH OPTaHWU3AIMOHHO-TEXHHYECKUX METOJOB U
COBPEMCHHBIX alIlllapaTHO- MPOTPAMMHBIX CPEACTB 3aIIUTHl U MPOTHBOJACHCTBUS
yrpo3aMm 0e30macHOCTH MWHGOpMAIMKM, a TakkKe TEeKylllee COCTOSHHE U
MEPCTICKTUBBI Pa3BUTHSI HHPOPMAITMOHHBIX TEXHOJIOTHH.

OcHOBHBIE  TIOJIOKEHHUS ~ KOHIICTIIMM  JOJKHBI ~ 0a3upoBaThCcsi  Ha
KaueCTBEHHOM OCMBICICHUHM BOIMPOCOB 0€30MacHOCTH WHQOpMalUud W He
KOHIICHTPUPOBATh BHUMAaHUE Ha SKOHOMHYECKOM (KOJMYECTBEHHOM) aHAJIN3e
PUCKOB 1 000CHOBAaHUHU HEOOXOIUMBIX 3aTPAT HA 3aIUTY UH(HOPMAIIHH.

[TomoxeHusT KOHIEMIIMKA TPEIyCMaTPUBAIOT CYIIECTBOBAaHUE B paMKax
npobiembl obecrnieduenust Oe3onacHoctTu uHbopmammu B MIC AByX OTHOCHUTENHHO
CaMOCTOSATENbHBIX HAMpPaBJICHUH, OOBEAMHEHHBIX €IUHBIM 3aMBICIIOM: 3aIllUiTa
nH(OpPMAITUU OT YTEUKH 10 TEXHHYCCKUM KaHajaM | 3amuTa napopmanuu B UC
OT HECAaHKITMOHHPOBAHHOTO JOCTYyTIA.

Cucrtema 3amuthl uHpopmaruu (C3U), kak u nrobast cuctema, J10DKHA
UMETh ONpeAciCeHHbIE BHABI COOCTBEHHOro obOecredeHuss (COBOKYITHOCTH
00eCIeunBaOIINX TOJICUCTEM), ONUPAsCh HAa KOTOPHIE OHA OYyAET BBITIOJHSTH

CBOIO 1ieseByto pyHkuuto. B yactHoct, C3U MOXKET UMETH:
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1. IIpaBoBoe oOecnevenmne. Crojila BXOJAT HOPMATUBHBIE JOKYMEHTHI,
MOJIOKEHUS, WMHCTPYKIIMHM, PYKOBOJCTBA, TPEOOBAHHUS KOTOPBIX SIBIISIOTCS
00s13aTeIbHBIMU B paMKax cepbl ux ICHUCTBUS.

2. OpranmzannonHoe odecneyenue. Mimeercs B BUAY, 4TO peaau3alus
3aUTEl  WHGOPMAIIMM  OCYIIECTBISIETCS  ONPEACIICHHBIMH  CTPYKTYPHBIMHU
CAVWHUIIAMHM, TAaKUMHM Kak: CHayk0a 3aluThl JOKYMEHTOB; CIyX0a pexuma,
JIOMyCKa, OXpaHbl; ClIyx0a 3amuThl UHGOPMALUU TEXHUYECKUMU CpPEICTBAMU,
HH(pOPMAITMOHHO-aHATUTHYECKASI CITYKO0a U JPYTUMH.

3. AnmnapartHoe obecneueHume. [Ipeamnonaraercs HIAPOKOE
MCIIOJIB30BaHNE TEXHUUYECKUX CPEJCTB, KaK JJIsl 3alllMThl HH(POpMALIMK, TaK U IS
obecnieueHus aesrenpHocTu camoit C31.

4, Nudopmanuonnoe odecnevyenne. OHO BKIIOYAET B ceOsl CBEACHUS,
JlaHHbIE, T[IOKa3aTelid, IMapaMeTphbl, JeKallue B OCHOBE pEIIeHUs 3ajady,
obecrnieunBarOIMX GyHKIMOHUpOBaHUE cucTeMbl. Croga MOTYT BXOJHUTh Kak
MoKa3areild JOCTyma, y4deTa, XpaHEHMs, TaK M CHUCTEeMbl HHQPOPMAIMOHHOTO
oOecricueHUsT pACUYCTHBIX 3aJlad  PA3jIUYHOTO  XapakTepa, CBSA3aHHBIX C
JeATEIIBHOCTRIO CITYKOBI 0OecriedeHrs 0€30MacHOCTH.

S. IIporpammHuoe oOecneuenue. K HEMy OTHOCATCA pa3iIM4YHbIC
nHpOpMAIIMOHHBIE, YYETHBIEC, CTATUCTUYECKHE W PACUYCTHBIC IPOTrPaMMBI,
o0ecrneunBaroIINe OLICHKY HAJIMYMs M OMACHOCTHU PA3JIMUHBIX KAHAJIOB YTEUYKU U
nyTei HECAHKIIMOHUPOBAHHOTO MIPOHUKHOBEHUS K HMCTOYHHKAM
KOH(DHIeHIIATEHON NHHOPMAIIHH.

6. MaremaTnueckoe obGecnedenne. Ilpeamnosaraer uCMOgbL30BaHUE
MaTE€MaTHYECKUX METOJOB IS PA3IMYHBIX PACUETOB, CBS3AHHBIX C OILICHKOU
OTMACHOCTU TEXHUYECKHUX CPEJCTB 3JI0YMBIIIJIEHHUKOB, 30H U HOPM HE0OXOIUMOM
3aIUTHI.

1. JlunrBucruyeckoe odecneyenne. COBOKYNMHOCTh CIHEIHATbHBIX
SI3BIKOBBIX CPEACTB OOIICHUS CIEIMAIUCTOB W IOJb30BaTeIeH B cdepe 3aliuThl

uHbOpMaInu.
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8. HopmaTtuBHo-MeTOoAN4YecKoe oOecniedenne. Crona BXOOAT HOPMBI U
perjJamMeHThl NEeATEIbHOCTH OPraHoB, CIYX O, CPEICTB, pealu3ylomux (QpyHKIUN
3alUThl  MHQOpPMAIMM, pPa3IMYHOTO poAa METOJIMKH, OOECIeunBaroIIne
JEATEIbHOCTh TMOJB30BaTENIed MPU BBINOJHEHUH CBOEW padOThl B YCIOBHSX

YKECTKHUX TPeOOBaHUI 3aIUTH HHGOPMAIIHH.
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IIpakTnueckasi padora Ne9
AHam3 0co0eHHOoCcTel 00beKTa 3aluThI HHGOpMaAH
Heab padoThl: aHATN3 0COOCHHOCTEH 00BEKTa 3aIUThl HH(POPMAITUH.

Xox padoThI:

1. PaccMoTpeTh ~ OCOOCHHOCTM  pA3lMYHbIX  TUIIOB  HOCHUTENEH
nHpopMaruu.
2. OTMETUTh IUIIOCBI M MHUHYCBl KQXKJIOTO TUIA  HOCHTENEH

uH(pOpMaIUH, YCIOBUS XpaHEHUS U 00paOOTKH.

Yka3zaHusi 1O COCTABJIEHHIO OTYeTA: OTYET JOJDKEH COJAEep)KaTh Ha3BaHUE
paboThI, 1Ienh pPabOThI, TOJYYCHHBIE PE3YNbTAaThl, OTBETHI HA KOHTPOJIHHBIC
BOIIPOCHI ¥ BBIBO/IBI.

Kpurtepun ouenku

Onenka
OT1iaudHOo 3ajaHue BBITIOTHEHO 0€3 CYIIECTBEHHBIX OIMMOOK
Xoporio 3aaHie BBIMIOJIHEHO, HO JOMYIIEHA OJHA CYIIECTBEHHAs

omuOKa, WCIpaBIE€HHAs CTYACHTOM TMpU yKa3aHUHU

IpernoaaBaTesis Ha OITHOKY

VY 10BIETBOPUTEIHLHO 3afaHue BBITIOTHEHO C HAJIUYUEM OJHOM CYIECTBEHHOMU

OIIHUOKH, UCTIPABIEHHOM C MOMOIIBIO TPETOogaBaTes

HeynosnerBoputenbHo | 3a1aHe BBIMIOJHEHO, HO JOMYIICHO JIBE WM Oojiee

CYIIIECTBEHHBIX OIIHOOK.
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Pa3znen 6. Poib cTanaapToB B o0ecnieyeHu HHGOPMAIIMOHHOM 0€30IACHOCTH

['maBHas 3amavya cTaHmapTOB MHGOPMAIMOHHONW O€30MacHOCTH — CO37aTh
OCHOBY JUISI B3aMMOJCHCTBUS MEXIY MPOU3BOAUTEISAMHU, IMOTPEOUTEIAMA U
DKCIIEpTaMU 1O KBaTU(UKAIMU TMPOAYKTOB HWH(GOPMAIIMOHHBIX TEXHOJOTHH.
Kaxnmas 3 3TUX Tpynm WMEET CBOM MHTEPECHl M CBOW B3TJSABI HA MPOOIIeMy
nH(pOopMaITMOHHOM 6€30IaCHOCTH.

[ToTpeOuTenu, BO-TIEPBBIX, 3aMHTEPECOBAHBI B METOJUKE, ITO3BOJISIONICH
00OCHOBaHHO BBIOPATh MPOJYKT, OTBEUAIOIIMM HUX HYXJaM M PEIIAONIMN HX
poOJIeMBI, JIJIs1 YeTO UM HeOOXOoArMa IIKaia OlIEHKH 0€30MacHOCTH U, BO-BTOPBIX,
HY)KJAIOTCS B HMHCTPYMEHTE, C TIOMOIIbI0O KOTOPOTO OHH MOIJIH OBl
dbopmynupoBath CBOM TpeOoBaHUsl Mpou3BoAUTENIM. [lpu sToM moTpeduTenei
(4TO BIIOTHE €CTECTBEHHO) HMHTEPECYIOT HCKIIOUMTEIBHO XapaKTCPUCTUKH U
CBOMCTBa KOHEYHOTO MPOAYKTA, & HE METOABI U CPEIICTBA UX JOCTHIKCHUS.

[IpousBoauTEIN TaKKE HY AAIOTCA B CTaH/IapTaX, KaK CPEJACTBE CPABHEHMUSI
BO3MOYKHOCTEH CBOMX TPOAYKTOB, M B NMPUMEHCHUU MPOICAYPHI CepTUDUKAITIN
KaK MeXaHuW3Me OOBEKTHBHOM OIICHKM MX CBOWCTB, a TakXKe B CTaHIapTHU3AIIUU
oTpeieICHHOro Habopa TpeboBaHui 0€30MaCHOCTH, KOTOPBIM MOT ObI OTPAaHUYUTH
daHTa3W0 3aKka3yrKa KOHKPETHOTO TIPOMYKTa M 3aCTaBUTh €ro BBHIOMPATH
TpeboBaHusi U3 3TOro Habopa. C TOUYKH 3pEHUS MPOU3BOAUTENS TPEOOBAHUS
JOJDKHBI OBITh MAaKCUMAJIBHO KOHKPETHBIMH U PETIaMEHTHUPOBATh HEOOXOIUMOCTh
MPUMEHEHUSI T€X WM WHBIX CPEACTB, MEXaHU3MOB, aJTOPUTMOB U T. 1. Kpome
TOTO, TpeOOBaHWS HE JOHKHBI TMPOTUBOPEUUTH CYIIECTBYIOIIUM TapajaurMam
00paboTKM MHPOPMAIIUU, APXUTEKTYPE BBIUUCIUTEIBHBIX CUCTEM M TEXHOJIOTHSAM
co3faHusi WHPOPMAIMOHHBIX MPOIYKTOB. DTOT TOJAXOJ TaKXKE HE MOXKET OBIThH
MPU3HAH B KA4eCTBE JOMHHHPYIOIIETO, T. K. HE YUUTHIBACT HYKJ IOJIb30BaTEICH
(a Beap ATO riaBHas 3ajladya pa3pabOTYMKA) W TMBITAETCS TMOJOTHATH TPEOOBAHUS
3aIUTHI TIOJT CYIIECTBYIOIINE CHUCTEMbI U TEXHOJIOTHH, a 9TO JaJIEKO HE BCera
BO3MOXXHO OCYIIECTBUTH 0€3 yiiepOa jyisi 6€30MacHOCTH.

OKcnepThl 1O KBaTU(UKAIMU W CHEIUATNCTBI 10  cepTUdukanuu

paccMaTpruBarOT CTAHAAPThl KaK HHCTPYMCHT, HOSBOJ’IHIOHII/II\/'I UM OLICHUTH YPOBCHb
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0e3omacHOCTH, 00ecreYyMBaeMbli MPOAYKTAMU MH(DOPMAIMOHHBIX TEXHOJIOTHMA, U
IPEIOCTaBUTh MOTPEOUTENSIM BO3MOXHOCTH CJeNaTh OOOCHOBaHHBIA BBIOOP.
[IpousBoauTenu B pe3yiabTaTe KBAIM(PUKALUKA YPOBHS O€30MaCHOCTH MOJTYYaloT OT
OOBEKTUBHYIO OLIEHKY BO3MOXXHOCTEH CBOETO MPOAYKTa. OKCIEPTHl IO
KBaJIM(UKAIIMY HaXOMASTCS B JBOWCTBEHHOM IOJIOXKEHUU: C OJHON CTOPOHBI OHU
KaK ¥ MPOU3BOJUTEIN 3aMHTEPECOBaHbl B YETKUX M MPOCTHIX KPUTEPHSIX, HaT
KOTOPBIMU HE HAJI0 JIOMATh T'OJOBY KaK MX MPUMEHUTH K KOHKPETHOMY MPOAYKTY
(mpotiie BCero B BUJI€ aHKETHI C OTBETAMH THUIIA Aa/HET), a C IPYyroil CTOPOHBI, OHU
JOJKHBI J1TaTh OOOCHOBAHHBIM OTBET IOJIb30BATESIM — YJIOBJIETBOPSIET MPOAYKT
WX HYXX]Ibl, WJIM HET, BeJlb K KOHEYHOM CYETE MMEHHO OHU MPUHHMAIOT Ha ce0s
OTBETCTBEHHOCTh 3a 0€30MacCHOCTh MPOJAYKTa, MOJYYUBIIETO KBaJIM(UKALIMIO
YpOBHsI 0€30MMACHOCTH U MPOLIEAIIETO CEPTUPHUKALIUIO.

Takum oOpazom, mepea craHaapTamMud WHDOPMAIMOHHOW 0€30MacHOCTH
CTOMT HENpOCTasg 3ajjaya — MPUMUPUTh 3TH TPU TOYKH 3pPEHHUS U CO31aTh
3¢ ()EeKTUBHBI MEXaHU3M B3aUMOJEHCTBUS BCeX CTOpPOH. [lpumuem «yiemiieHue»
noTpeOHOCTe XOTs OBl OJHOM W3 HHUX TPUBEAET K HEBO3MOXKHOCTH
B3aMMOIIOHUMAaHUsl U B3aUMOJEHCTBHS U, CIEJOBATEIbHO, HE MO3BOJUT PEUIUTH
oOlIyI0 3aJa4yy — CO3/IaHHE€ 3allMIIEHHON CUCTEMBI 00pabOTKM WH(MOpMaLUU.
HeobxoaumocTh B MOIOOHBIX CTaHAapTax OblIa OCO3HAHA YXKE JOCTATOYHO JaBHO
(mo Mepkam pa3BUTUS MHPOPMALMOHHBIX TEXHOJIOTHI), U B 3TOM HaIlpaBJIECHUU
JOCTUTHYT CYLIECTBEHHBII MPOIrpecc, 3aKpPEIUIEHHBII B HOBOM IOKOJIEHUH
JOKYMEHTOB pa3pabotku 90-rogoB. Haubonee 3HaUMMBIMU CTaHIApPTaMHU
nH(pOpMaIIMOHHOW 0€30MaCHOCTH SABJSIOTCS (B XPOHOJOTUYECKOM TOPSIAKE):
«Kpurepun 0e30macHOCTH KOMIIBIOTEPHBIX CHCTEM MHHHCTEPCTBA OOOPOHBI
CIIA», PykoBoasimue nokyMeHTHI ['ocTexkomuccuu Poccuu (TONBKO ISl Hamein
cTtpanbl), «EBpomeiickue  kpuTepuu  0€30MaCHOCTH  MH(OPMAIIMOHHBIX
TexHosoruity, «denepasbHble KpUTEPUU 0O€30mMacHOCTU  WH(POPMAIMOHHBIX
texHosoruii CIIIA», «Kananckue Kkpurepuu O€30MaCHOCTH KOMITBIOTEPHBIX

cuctem» U «Exannbie kputepun 0e30macHOCTH MHPOPMAITMOHHBIX TEXHOIOTHID.
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Cranpapt — 3TO JOTOBOPEHHOCTh TPYMIBI JIOJEH, OpraHu3auudid U T...
CranmgapT — He 00s3aTENIbHO HMCTHWHA, HO 00s3aTeNbHO OyAeT BOCHPUHUMATHCS
BCEMHM KaK JTaJIOH, a, CJeI0BaTeIbHO, OJuWHaKoBO. CTaHAApT MO3BOJSET
JIOTOBOPUTHCSI O TOM, Kakue TEXHOJOTHH, CPEACTBa SIBISIOTCS Oe30macHBIMH, a
KaKHe HeT.

CraHzapT IOKEH:

1) Onpeagenutb, 4dYTO TOHUMATh TOJM OE30MAaCHOCTHIO ¥ BBECTH
KOHIICTITYyaJIbHYIO 0a3y.

2) BeiiBuHYTH Ha0Op TpeOOBaHMIA K O€30MTACHON CHUCTEME.

3) IlpennoxuTh MIKaTy OIEHKH OE30MaCHOCTH, OINPEIEICHHOW B TEPBOM

9aCTH CTaHOapTa.
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IpakTnueckasi padora NelO
CocraBJjieHue perjiaMmeHTa

LHeab pabdoTbl: MOTYYUTh HABBIKM HCIOJIB30BAHUS OPTraHU3ALMOHHBIX MeEp
3aIUTHl HKHPOPMAIIMOHHOM 0€301MacHOCTH
Xox padoThI:
1. BeienuTh ysS3BUMOCTH, KOTOpPhIE MOXKHO YCTPAHUTh OpPraHU3allMOHHBIMU U
MIPABOBBIMH MEPAMH 3AIIUTHI.
2. Omnpenenuth CTaHIAPTHl, KOTOPHIMU CJEAYET PYKOBOJICTBOBATHCA IPHU
OTIpEJICIICHUH peryiaMeHTa 0€30M1acCHOCTH.
2. OmrcaTh TOJOKEHHS 3allUTHl WH(GOPMANUU JUIA OpraHu3anuu (TpaBwiia U
periaMeHT pabdoThl ¢ HH(pOpMaIei).

Kpurtepun ouenku

Onenka
OT1iaudHOo 3ajaHue BBITIOTHEHO 0€3 CYIIECTBEHHBIX OIMMOOK
Xoporio 3asaHKe BBITIOJIHEHO, HO JOMYIIIEHA OJTHA CYILIECTBEHHAs

oIKOKa, UCTIPaBJIEHHAs CTYJIEHTOM NPH YKa3aHUU

IpernoaaBaTesis Ha OITHOKY

VY 10BIETBOPUTEIHLHO 3afaHue BBITIOTHEHO C HAJTMYUEM OJTHOM CYIIECTBEHHOM

OIIHUOKH, UCTIPABIEHHOM C MOMOIIBIO TPETOogaBaTes

HeynosnerBoputenbHo | 3a1aHne BBITIOJIHEHO, HO JIOMYIIEHO JIBE WK OoJiee

CYIIIECTBEHHBIX OIIHOOK.
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Bomnpocs! AJ1s1 TPOMEKYTOYHOT0 KOHTPOJISI

Tema 1. Beeoenue 6 npeomem. ¥Y2po3vt uHpopmayuonHol 6e3onacHocmu.

1. Yro Ha3biBaeTCs HHPOPMALIMOHHOM 0€301MaCHOCThHIO?

2. Kakue naHHbIe Ha3bIBAIOTCSI KPUTUUECKUMU?

3. Kakue BbI 3HaeTe NPU3HAKU KOMIIBIOTEPHBIX MPECTYIUICHU B UHTEPHET-
TEXHOJIOTUAX W KAKUE OCHOBHBIE TEXHOJOTMH, M METOJIbl HMCHOJIB3YIOTCS MpH
COBEPIICHUU KOMIBIOTEPHBIX MPECTYIICHUIN?

4. Kakue deTbIpe ypOBHS 3alIUThl KOMIIBIOTEPHBIX (MHTEPHET TEXHOJIOTHIN)
¥ UH(GOPMAIIMOHHBIX PECYPCOB Bl MOXKETE Ha3BaTh?

5. Ilepeuncnure mNpuU3HAKHU, CBUACTEIBCTBYIOIIME O HAIMYUU YSI3BUMBIX
MeCT B MH(OpMAIMOHHOM 6€301acHOCTH?

Tema 2. OcHosHble noHsAMUS Meopuu UHPOPMAYUOHHOU OE30NACHOCTU.

6. [lepeunciure Mepsl 3alIUTHI THHOPMALIMOHHON 0€30MaCHOCTH.

7. Kakue Mepsl peANpUHUMAIOT TI0 3aIIUTE [IeTOCTHOCTU HHpOopMaIuu?

8. Kakue Mepbl npeAnpruHUMAIOT MO 3alATE CUCTEMHBIX TpOorpamMmm?

9. NyG6nupoBanue HHPOPMAIIUU U €rO0 KJIACCHI.

10. ITepeuncnure NO3UIMU AAMUHUCTPATUBHOTO YPOBHSI.

11. HazoBute uens OHPB u ero ocHOBHbIE MOJIOKEHUSA?

Tema 3. [IpocpammHo-mexHuyeckue memoowvl 3aujumal.

12. YTo Takoe MEKCETEBOM dKPaH U Kakas y HErO POJib B 3aIIUTE.

13. 3akoHomarenbHass OCHOBa MH(GOPMAIIMOHHON O€30MacCHOCTH, CTaThbU U

Ip.

14. Yro Takoe moauTHKa O€30MaCHOCTH HA aIMUHUCTPATUBHOM YpOBHE?

15. OcHOBHbIE NPUHIUIBI 3aIUTHl MWH(GOPMALKMKU Ha aJIMUHUCTPATHBHOM
YpOBHE?

16. CpencrBa Pasrpanndenust JocTymna.

17. Yro Takoe CGI npouenypsl, UX Ha3HAYECHUA?

18. Yem omacHa mporpamMma, MOJIY4YEHHasT W3 HEHAIEKHOIO HCTOYHMKA,
KAaKHUeE Bbl 3HAETE CPEJICTBA KOHTPOJIA HAJl TAKUMH MPOTpaMMaMHu?

19. Kak ocymectinsiercs 3amura WEB-cepBepoB?
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Tema 4. Kpunmoepaguueckue memoowt 3auumei.

20. Kpunrorpadus u kpunroananus. Haznauenue kpunrorpadpuu.

21. [lepeuncnure U3BeCTHBIE aNropuT™Mbl mudpoBanusd. L{ludposbie neHbru
U UX XapaKTEPUCTHUKHU.

22. CuMMeTpuYHAas U aCHMMETPUYHAST METOI0JIOTHS MU (POBAHUSI.

23. Kpunrtorpaduueckue cpeicTBa 3aiiyThl.

24. Keanronas kpunrorpadus u KKC.

Tema 5. OpeaHuzayuoHHO-Npagogvle  Memoovl  UHGOPMAYUOHHOU
bezonacnocmu.

25. Uem onpenensieTcst KoHienus ooecneyenus o0esonacnoctu ACOU.

26. B ueMm cocrout uzbHpaTenbHas MOJUTHKAa O€30MacCHOCTH CHOCOOOM
YIPABJICHUS TOCTYTIOM.

27. OpranuzanuoHHbie Mephl 0e3onacHoctd ACOMU.

28. Marpuna nocryna B ACOU.

29. ITonHOMOYHOE yIPaBJICHUE JOCTYIIOM.

30. U30upaTenbHOE yIPABICHHUE TOCTYIIOM.

Tema 6. Ponv cmandapmos 6 obecneyeHuu  UHQDOPMAYUOHHOU
bezonacHocmu.

31. Yto Takoe yHHBEpCalabHas ONEpalluoOHHAs cucteMa?

32. YUTto Tako€ KOMITBIOTEPHBIN BUPYC.

33. IlonmumopdHBIE BUPYCHI.

34. CypporarHble IJIaTeKHbIE CPEICTBA.

35. daitnioBble BUPYCHI U AITOPUTM UX PAOOTHI.

36. OcoOeHHOCTh MaKpOBHUPYCOB.
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